Overview

EpiForce is an advanced, network security management system for enterprise-wide network protection. Uniquely
designed, EpiForce works with virtually all network operating system platforms and existing network hardware
devices to provide ease of implementation with comprehensive, centralized security policy management.

EpiForce deploys security policy by virtually segmenting the network into logical zones, eliminating the need to
physically reconfigure the network. The zones are flexible so they can be updated quickly and easily to meet
changing business needs. EpiForce also offers innovative, user-centric policy control that enables unparalled policy
enforcement and access control. Based upon the user, EpiForce dynamically enforces policies irrespective of
network access or network hardware. EpiForce works transparently at the network layer and interoperates with all
software applications to effectively eliminate the risks commonly associated with enterprise wide deployments that
can jeopardize network performance.

Based upon patented industry innovations, EpiForce applies selective encryption across the enterprise for
unmatched centralized security control, policy enforcement, and scalability.

EpiForce Highlights

Comprehensive User and System Security through Cent  ralized, Dynamic Policy Control
Automatically applies policies by user from any network hardware system based on a wide range of
administrator- designated criteria including time of day, machine, port number, and more.

Efficient Installation and
Implementation with Auto Agent
Registration

New users and policy updates can be
added with minimal IT intervention.

Extensive Reporting Capabilities to
Ease Audits and Compliance
Superior reporting includes 28
predesigned templates of the most
widely used business reports.

Typical network diagram with multiple zone configur ations.



System Architecture

EpiForce is a network layer software implementation, so it requires no modification to distributed applications
that communicate over TCP/IP. It uses the industry standard transport protocol IPsec, featuring the strongest
encryption algorithms available, AES-128 and AES-256. EpiForce provides superior functionality over
competing security technologies, and does not require applications to be web-enabled. There is also no
requirement for program-specific proxies which can lead to interoperability issues, loss of functionality,
manageability challenges and ultimately, a less secure network. EpiForce uses a scalable, distributed
architecture, consisting of Agents, an Admin Server, and an Admin Console.

EpiForce Agents authenticate and establish secure communications between endpoints. They work within
multiple zones, providing flexibility and manageability without impacting network load or performance. Agents are
available for most operating systems, or a Guardian hardware appliance can be used as a “bump in the wire” to
support any legacy system.

The Admin Server provides centralized policy management. Administration duties may be delegated and
distributed, allowing for different classes of administrators, local control, and auditing.

The management GUI on the Admin Console is intuitive, using the familiar tab-driven, cascading folder construct
to organize Agents, system information, and security zones for groups of resources. EpiForce offers scalability
and supports up to 300,000 Agents per system. In addition, EpiForce provides superior reporting with 28
predesigned report templates of the most widely used business reports in addition to integrating with Crystal
Reports.

System components may reside on the same server, or over several servers to distribute workload, bandwidth,
and facilitate redundancy and fail-over.

Benefits

Add Unparalleled Security without Complexity

Highly scalable, EpiForce works virtually seamlessly with all existing hardware and network operating
systems. Based on AES-128 and AES-256 algorithms, EpiForce offers the strongest encryption
technology available.

User-Centric Policy Controls Increase Efficiency an d Flexibility Across the Entire Enterprise
User-centric policy control means policies are applied at the user level and enforced irrespective of access
point or network hardware. Administrators centrally manage policies and changes automatically based on a
wide range of administrator-desired criteria for dynamic enforcement across the enterprise.

Reduce Audit Scope and Shorten Compliance Cycle

Non-compliance can be costly, not just in fines, but also in lost customers and reputation. Audits can be time
consuming and costly. EpiForce helps to significantly ease security implementation by virtually

segmenting the network into logical security zones that reduce the breadth of network systems engaged in
sensitive data transactions.

Significantly Lower Costs and Strengthen Network Co ntrol without Affecting Your Business

Most enterprise security solutions are expensive to install and maintain, adding costs to IT. EpiForce can

be installed in minutes with zero downtime and no impact to existing network systems. Policies are enforced
centrally, yet applied as selectively and flexibly as needed to ensure transparent, seamless security, designed the
way your company works.



Hardware & Software Requirements

EpiForce Servers

EpiForce Component Operating System Platforms

Admin Server

Windows 2003 Enterprise Edition, XP

Solaris 9, 10

Admin Console

Windows 2000, 2003 Enterprise Edition, XP
(Professional Edition, Service Pack Il for 2000 und XP)

Solaris 9, 10

Database Server — MySQL or
Oracle (Solaris Only)

Enterprise Edition, XP (Service Pack II)

EpiForce Agents by Operating System Platform

Platforms Operating System Version Minimum Hardware Requirements
- Windows 2000 Pro - 133 MHz CPU, Intel Pentium or equivalent
Windows - Windows XP Pro - 10/100/1000 Ethernet or 28.8k modem
- Windows 2003 Enterprise (Service Pack - 12 MB of available hard disk space1
Il for 2000, XP) (32-bit) - 256 MB of RAM, when using MySQL Database Server
) - Linux for Intel x86, or equivalent processors (32-bit)
Linux RedHat Advance Server (AS) 3.0 & 4.0 - 10/100/1000 Ethernet
- RedHat6.2& 7.3 - 30 MB of available hard disk space
- 64 MB of RAM
- Solaris 8 (32- & 64-hit) - Sun SPARC platform
Solaris - Solaris 9 (32- & 64-hit) - 10/100/1000 Ethernet
- Solaris 10 (64-bit) - 12 MB of available hard disk space1
- Solaris Ready - 128 MB of RAM, when using Oracle Database Server
. . - HP-9000 Series (PA-RISC)
- UX — HP-UX version 11 (32- & 64-hit) . . .
- UX — HP-UX version 11i v1 (32- & 64-bit) - ?g'l%é/'l’gggrgyhse”es (ftanium)
HP - UX = HP-UX version 11i v 2 (64-bit ; Ethernet
] ’ - 12 MB of available hard disk space
Itanium only) - 128 MB of RAM
- IBM RS-6000 server or workstation
- AIX POWER version 5.1, 5.2, 5.3 (32- & - 10/100/1000 Ethernet
AIX 64-bit) - 12 MB of available hard disk space®
- 128 MB of RAM

* Additional space for log file allocation not included.




Technical Specifications

Authentication

x.509v3 certificate-based 128-bit AES with verification using Digital Signature
Standard (DSS)

Security Standards

IPsec, IKE, x.509v3, PKCS

IPsec Data Encryption

DES, 3DES (168-bit key), AES-128, AES-256

Certificate Authority

Embedded x.509v3

Language Support

English

Assigned to each network device requiring protection. One Agent supports

Agents multiple zones.
Zones User-defined security policy tied to user-defined attribute
Scalability Supports up to 300,000 Agents

Security Policy
Configuration

Security policies applied to Zones; automatically deployed to Agents.

3rd Party Interoperability

Firewalls, NAT, IPsec-compliant VPNs

Connection
Authentication

x.509v3 certificate-based with verification using the DSS, automatic certificate
management between communicating Admin Server and Agents.

Key Management

Automatic key generation and updating using IPsec standard Internet Key
Exchange protocol (IKE, formerly ISAKMP / Oakley), Diffie-Hellman Key
Exchange Base, ldentity Protection and Aggressive Mode Exchange

IPsec Data Integrity

HMAC SHA-1, and HMAC MD5
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