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This document explains how to configure a virtual private network
connection over an open network from a remote host running SSH
Sentinel to a private network protected by a Check Point VPN
Gateway.
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Chapter 1

VPN Connection to Check Point VPN-1

This document explains how to configure a virtual private network connection over an open network (the
Internet) from a remote host running SSH Sentinel to a private network protected by a Check Point VPN-1.

1.1 Environment

In the test environment the Check Point VPN and FireWall-1 v4.1 SP2 software were running on Nokia
VPN-210 hardware. The SSH Sentinel version is 1.4.

1.2 Configuring Check Point VPN-1

In the Check Point end, create a new rule to control the data traffic between the Sentinel host (source) and
the private network (destination). When creating the workstation object for the Sentinel host, pay special
attention to the following settings on the general page:

Location

Internal or external.

Type

Host

And on the VPN page:

Select IKE and click button to edit the values.

Key Negotiation Encryption Method(s)

DES, CAST, 3DES
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Hash Method

MD5, SHA1

Authentication Method

Select Pre-Shared secret and click Edit Secrets to type the secret. Naturally, the secret must be the
same in Sentinel and Check Point.

Supports Aggressive Mode

Yes or No

Supports Subnets

Yes

1.3 Configuring SSH Sentinel

On the SSH Sentinel side, you need to do two things: Create a pre-shared secret to be used for authentication
and create a connection rule to control the data traffic from the SSH Sentinel host to the private network via
the Check Point firewall router. For basic information on how to create pre-shared keys and connection rules,
see the appropriate sections in the SSH Sentinel User Manual.

1.3.1 Authentication

First create the pre-shared key needed for authentication. Needless to say, the actual secret must be the same
in both ends.

1.3.2 Connection Rule

Create the appropriate VPN (virtual private network) connection rule with the following settings:

� Security gateway: The IP address of the Check Point firewall.

� Authentication key: Select the pre-shared key that you created in the previous step.

� IKE and SA lifetimes: Use the default values
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