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This document explains how to configure a virtual private network
connection over an open network from a remote host running SSH
Sentinel to a private network protected by a Cisco VPN 3000
Concentrator.
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Chapter 1

VPN Connection to Cisco VPN 3000
Concentrator

This document explains how to configure a virtual private network connection over an open network from a
remote host running SSH Sentinel to a private network protected by a Cisco VPN 3000 Concentrator.

1.1 Environment

The network environment is illustrated in Figure 1.1 (The network environment) showing the major
components and example IP addresses. The Cisco VPN 3000 Concentrator protects the private network.
SSH Sentinel runs on the remote host that contacts the VPN Concentrator in order to access the private
network.

The tested hardware model is Cisco VPN 3005 Concentrator with Cisco VPN 3000 Concentrator 3.5.2
software. The SSH Sentinel version used in the sample configuration is SSH Sentinel 1.4.

Certificates are used for authentication. Username and password (extended authentication) are checked
against the internal database of the VPN Concentrator. Another possibility would be to use a RADIUS
server, for example.

Since both SSH Sentinel and Cisco VPN 3000 Concentrator are capable of using virtual IP addresses, the
example also explains how to assign a virtual IP address to the SSH Sentinel host. This example configuration
uses L2TP for assigning the virtual IP address. For information on configuring L2TP, refer to http://www.
cisco.com/warp/public/471/vpn3k_l2tp.html.

For further information on configuring Cisco VPN 3000 Concentrators, refer to the Cisco VPN 3000
Concentrator manuals available on Cisco’s Web site (http://www.cisco.com/warp/public/707/
index.shtml#vpn3000).
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Figure 1.1: The network environment

1.2 Configuring Cisco VPN 3000 Concentrator

1. Connect to the VPN Concentrator console port and verify that correct IP addresses are assigned to its
private and public interfaces, and that a default gateway is assigned.

See http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/3_5/

getting/gs2inst.htm#xtocid19 for more information.

2. Point a browser to the inside interface of the VPN Concentrator and login as in-
structed at http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/
3_5/config/cfgintro.htm.

3. Select Configuration - � System - � Tunneling Protocols - � IPSec - � IKE Proposals - � Add to add
an Internet Key Exchange (IKE) proposal named Cert+Xauth as shown in Figure 1.2 (Cert+Xauth
IKE proposal).

Figure 1.2: Cert+Xauth IKE proposal

See http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/3_5/

config/tunnel.htm#xtocid2523955 for more information.

4. Activate the IKE proposal.
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5. Select Configuration - � Policy Management - � Traffic Management - � Security Associations - �

Add to add a SA as shown in Figure 1.3 (Security Association).

Figure 1.3: Security Association

See http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/3_5/

config/polmgt.htm#xtocid105944 for more information.

6. To assign an adddress pool for Virtual IP addresses, select Configuration - � System - � Address
Management - � Pools - � Add. In this example, the Range Start is 10.2.1.131 and Range End
10.2.1.150.

See http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/3_5/

config/address.htm#xtocid156678 for more information.

7. Tell the VPN Concentrator to use the address pool by selecting Configuration - � System - � Address
Management - � Assignment and selecting the Use Address Pools check box.

8. For authentication using digital certificates, there must be at least one identity certificate (and its root
certificate) installed on the VPN Concentrator. Select Administration - � Certificate Management to
manage certificates (see Figure 1.4 (Certificate management)).

See http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/rel3_

5_1/admin/certman.htm#xtocid1 for more information.

9. Modify a user group by selecting Configuration - � User Management - � Base Group - � Modify.

Figures 1.5 (Base group, general settings) and 1.6 (Base group, IPSec settings) show the settings for
the group.
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Figure 1.4: Certificate management

� On the General page, select the L2TP over IPSec check box and give the Primary DNS and
Primary WINS addresses. The addresses are delivered to the VPN client.

� On the IPSec page, select the Internal Authentication method, which means that username and
password are checked against the internal database of the VPN Concentrator.

See http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/3_5/

config/usermgt.htm#xtocid14822 for more information.

10. Add a user by selecting Configuration - � User Management - � Users � Add.

See http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/3_5/

config/usermgt.htm#xtocid1482202 for more information.

� On the Identity page, define the username and password, and select the base group.

� On the General page, make the settings as shown in Figure 1.7 (Users, general settings).

� On the IPSec page, select the IPSec SA configured in step 5 (in this example, ESP-3DES-MD5)
as the IPSec SA assigned to this user, and select both Inherit? check boxes.

11. Save your configuration.

See http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/3_5/

getting/gs3mgr.htm#xtocid17 for more information.
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Figure 1.5: Base group, general settings

Figure 1.6: Base group, IPSec settings
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Figure 1.7: Users, general settings

1.3 Configuring SSH Sentinel

In the SSH Sentinel end, you need to do two things: import the certificate to be used for authentication,
and create a connection rule to control the data traffic from the SSH Sentinel host to the private network via
the VPN Concentrator. For basic information on how to manage certificates and connection rules, see the
appropriate sections in the SSH Sentinel User Manual.

1.3.1 Import the Certificate

On the Key Management page of the Policy Editor, import the certificate needed for authentication. For
detailed instructions, see the SSH Sentinel User Manual.

1.3.2 Create the VPN Rule

On the Security Policy page of the Policy Editor, select VPN Connections and click Add. Specify the
following values (see Figure 1.8 (The general properties of the VPN rule)):

� Security gateway: The external IP address of the router (in this example, 172.16.13.8, but should be a
public IP)

� Remote network: The IP address and netmask of the internal net (in this example, 10.2.1.0,
255.255.255.0)

� Authentication key: The certificate you just imported.
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� Proposal template: Legacy proposal. This is a precautionary measure. The normal proposals by SSH
Sentinel are potentially too long to be handled by the VPN Concentrator. A legacy proposal is a short
form of the proposal. See the SSH Sentinel documentation for details.

� Select the check box Acquire virtual IP address, click Settings..., and select Layer Two Tunneling
Protocol (L2TP) as the protocol for assigning the virtual IP address.

� Select the check box Extended authentication, click Settings..., and select Submit login information
automatically, and give the Login and Password as configured on the VPN Concentrator.

Figure 1.8: The general properties of the VPN rule

1.4 Troubleshooting

To check the status of the current VPN connections to the gateway and to view the VPN log, point the browser
to the inside interface of the VPN Concentrator, login, and select Monitoring - � Live Event Log.

See http://www.cisco.com/warp/public/471/vpn3k-conn.html#collect for more
information.

In SSH Sentinel, use the Diagnostics to test the connection. The audit logs and IKE logs are also available
for troubleshooting. Refer to the SSH Sentinel User Manual for more information.
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