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This document explains how to configure a virtual private network
connection over an open network from a remote host running
SSH Sentinel to a private network protected by a Cisco PIX router
acting as a security gateway.
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Chapter 1

VPN Connection to Cisco PIX Router

This document explains how to configure a virtual private network connection over an open network from a
remote host running SSH Sentinel to a private network protected by a Cisco PIX router acting as a security
gateway.

1.1 Environment

In this exemplary network environment, the Cisco PIX router acts as a security gateway that protects the
private network and filters out unauthorized network traffic from and to the open network. SSH Sentinel runs
on the remote host that contacts the Cisco PIX security gateway in order to access the private network.

The Cisco PIX version tested is 5.3. The configuration is most likely applicable to other versions, too, but
it is not guaranteed. Check the Cisco Website for more instructions. The SSH Sentinel version used in the
sample configuration is Sentinel 1.4.

For authentication, a pre-shared key is used.

For further information on configuring Cisco PIX routers, refer to the Cisco PIX manuals available on Cisco’s
Web site (http://www.cisco.com/univercd/cc/td/doc/product/software/).

1.2 Configuring Cisco PIX

In the following, the IKE and IPSec settings are specified.

# The settings for IKE negotiation

# The hash function can alternatively be set to sha instead of md5.

# The security association lifetimes are set to 14400, the default
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# value in SSH Sentinel.

# SECRET is the pre-shared secret used when communicating with

# the host in IP address 192.168.5.10

isakmp policy 10

isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 authentication pre-share

isakmp policy 10 group 2

isakmp policy 10 lifetime 14400

isakmp key SECRET address 192.168.5.10

# Create an access list to define the traffic to be controlled.

# In this case the traffic from the public network 192.168.5.0/24

# to the private network 10.2.1.0/24 is controlled.

# The name of the list is arbitrary.

access-list ACLtest permit 192.168.5.0 255.255.255.0 10.2.1.0

255.255.255.0

# The IPSec transformations

crypto ipsec transform-set TestSet esp-des esp-sha-hmac

# The crypto map is defined next

# Security association lifetimes are set to the default values of

# SSH Sentinel

crypto map TestMap 10 ipsec-isakmp

crypto map TestMap 10 match address ACLtest

crypto map TestMap 10 set transform-set TestSet

crypto map TestMap 10 set security-association lifetime seconds 3600

crypto map TestMap 10 set security-association lifetime kilobytes 400000

# The crypto map has to be applied to an interface (normally outside)

crypto map TestMap interface outside

# Specify that IPSec traffic is implicitly permitted

sysopt sonnection permit-ipsec

You can also define dynamic crypto maps:

crypto dynamic-map TestDyn 10 match address ACLTest

crypto dynamic-map TestDyn 10 set transform-set TestSet

crypto dynamic-map TestDyn 10 set security-association lifetime

seconds 3600

crypto dynamic-map TestDyn 10 set security-association lifetime

kilobytes 400000

# (optional) define that dynamic crypto map extends the standard one
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1.3. Configuring SSH Sentinel 7

crypto map TestMap 20 ipsec-isakmp dynamic TestDyn

1.3 Configuring SSH Sentinel

In the SSH Sentinel end, do the following.

1. Create the appropriate pre-shared key. The actual key should naturally be the same as defined in Cisco
PIX router.

2. Add a virtual private network connection rule with the following information:

� Security gateway: The external IP address of the router
� Remote network: The IP address and netmask of the internal net (10.2.1.0, 255.255.255.0)
� Authentication key: The pre-shared key you created in the previous step.
� Proposal template: Legacy proposal. This is a precautionary measure. The normal proposals by

Sentinel are potentially too long to be handled by the Cisco PIX router. A legacy proposal is a
short form of the proposal. See the SSH Sentinel documentation for details.
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