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Chapter 1

VPN Connection to FreeS/'WAN | PSec
Gateway

The goal of this interoperability document is to give a good start for an experienced FreeS/WAN IPSec
administrator to deploy a roadwarrior gateway for SSH Sentinel VPN remote clients.

This document does not instruct installing the Linux distribution, patching and compiling Linux sources,
updating active kernel, planning IP routing, and so on. We recommend that you use the documentation of
your software vendor for reference. This interoperability guide is an additional information source, not a
comprehensive manual for VPN deployment.

1.1 Introduction

This document explains how to create a network environment shown in Figure 1.1 (The network
environment). The FreeS/WAN host acts as a security gateway, which is contacted by the SSH Sentinel
host to establish a virtual private connection to the private network protected by the gateway.

The document also explains how to create the certificates necessary for authentication. The OpenSSL
certification authority runs on the FreeS/WAN host.

Although you can use pre-shared keys for authentication, certificates are recommended for security reasons.
The support for X.509 certificates is imported by a user-contributed software patch.

All the combinations of the following variables are tested:

e Authentication: pre-shared key, X.509 certificate
e Encryption: 3DES, AES

e Virtual IP technique: none, manual, DHCP over IPSec.
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Figure 1.1: The network environment

In addition to these proposal variables, all the sample configurations in this document use the following
IKE/IPSec proposals:

IP compress: disabled

o IKE lifetime: 240 minutes (4 hours)

e |IPSec lifetime: 60 minutes (1 hour)

e IKE integrity: MD5

e |KE mode: main mode

e IKE group: MODP 1024 (group 2)

e IPSec integrity: MD5

e IPSec mode: tunnel (for all VPN connections)

e PFS: enabled (MODP 1024, group 2).

This document does not cover the following scenarios:

e NAT-Traversal (NAT-T) patch

e Transport mode host-to-host connections.

SSH Sentinel supports NAT-Traversal and we have received feedback about successful NAT-T deployments
from FreeS/WAN users by using a NAT-T patch from ht t p: / / open- sour ce- ar koon. net / but since
it requires an additional add-on patch onto FreeS/WAN sources and we are already using several add-on
patches here, the patches may interfere with each other.

If you are interested in deploying NAT-Traversal for you FreeS/WAN gateway, please take a look on a pre-
patched FreeS/WAN source package called SuperFreeS/WAN available at ht t p: / / www. f r eeswan. ca/
code/ super - f reeswan/ .
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1.1. Introduction 7

If you are interested in securing a transport mode host-to-host connection between the FreeS/WAN and SSH
Sentinel hosts, please refer to the FreeS/WAN and SSH Sentinel documentation. SSH Sentinel supports
transport mode connections (Security Policy -> Secured Connections -> Add). Depending on your
FreeS/WAN configuration, you may want to use X.509 certificates or a pre-shared key for authentication,
and 3DES or AES for encryption. Note: FreeS/WAN must have a transport mode connection profile
(t ype=transport forthe FreeS/WAN connection profile) for this kind of host-to-host usage.

1.1.1 Further Information

e SSH Sentinel User Manual (also available as online help)

e SSH Sentinel technical support: ht t p: / / wwww. ssh. com support/ product s/ senti nel /
e FreeS/WAN IPSec project: ht t p: // www. f r eeswan. or g

e X.509 patch for FreeS/WAN: htt p: // www. st rongsec. com freeswan

e OpenSSL: http://ww. openssl . org

e Linux Documentation Project: ht t p: / / www. | i huxdoc. org

e Red Hat Inc.: htt p: / / www. r edhat . com

e ALGO (AES) patch: htt p: //ww. i rri gaci on. gov. ar/juanjo/i psec/

e Delete SA Notification patch: ht t p: / / open- sour ce- ar koon. net/.

1.1.2 Requirements

The interoperability between SSH Sentinel and FreeS/WAN IPSec was tested using the following software:

e Red Hat Linux v7.3

e Linux kernel 2.4.18-10 from RH 7.3 Errata

e FreeS/WAN v1.99

e x509patch-0.9.15-freeswan-1.99 (required for X.509 certificate support)

e algo patch v0.8.0 (required for AES/Rijndael encryption support)

e dhcprelay v0.3.1 (required for DHCP over IPSec support)

o notify_delete-freeswan-1.98b-020904 patch (for Delete SA Notification support)
e OpenSSL v0.9.6b

e SSH Sentinel v1.4.

VPN with SSH Sentinel and FreeS/WAN (© 2002 SSH Communications Security Corp



Chapter 1. VPN Connection to FreeS/WWAN IPSec Gateway

Even though this document is based on a configuration with Red Hat Linux, you should be able to run any
Linux distribution to get similar results. Moreover, you can also try using a newer version of Red Hat Linux.
However, the functionality is only verified with the above components.

Using kernel sources from Red Hat Linux ker nel - sour ce-*. sr c. r pmmight be problematic because
of the numerous patches from Red Hat Linux Inc. that might not merge properly with the FreeS/WAN

sources.
1.2 Compiling the FreeS/WAN Gateway with the Patches

1. Download the source code.

2. The source code for Linux kernel must be in/ usr/ src/ | i nux. For example Red Hat 7.3 requires

you to add a symbolic link as follows:

# cd /usr/src
#1n -s linux-2.4 |inux

Extract both FreeS/WAN and x509patch sources to / usr/ sr ¢ (this example assumes that you have
first downloaded them to / r oot / sr ¢ directory):

cd /usr/src
tar xvfz /root/src/freeswan-1.99.tar. gz
tar xvfz /root/src/x509patch-0.9. 15-freeswan-1.99.tar.gz

To get X.509 certificate support for FreeS/WAN, install the x509patch:

# cd usr/src/freeswan-1.99
# patch -pl < ../ x509patch-0.9.15-freeswan-1. 99/ freeswan. di f f

For more detailed information, please refer to the x509patch README file or http: // ww.
strongsec. conl f r eeswan.

To get AES/Rijndael encryption support, install the following patches:

# zcat /root/src/freeswan-al g-0. 8. 0- BASE- conmon. di ff. gz| patch -pl -s

# zcat /root/src/freeswan-al g-0.8.0-BASE-klips.diff.gz|patch -pl -s

# zcat /root/src/freeswan-al g-0.8.0-BASE-pl uto_w th_x509.diff.gz|patch -pl -s
# zcat /root/src/freeswan-al g-0.8.0-enc-aes.diff.gz|patch -pl -s

6.

For more detailed information, please refer to the patch HOWTO-ipsec_alg.txt document or ht t p:
//www. i rrigacion.gov. ar/juanjo/ipsec/.

Install the Delete SA Notification patch:
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1.2. Compiling the FreeS/WAN Gateway with the Patches 9

# zcat /root/src/notify_del ete-freeswan-1.98b-020904.diff.gz|patch -pl -s

For more detailed information, please referto ht t p: / / open- sour ce. ar koon. net /.

7. Patch the Linux kernel sources with FreeS/WAN and compile FreeS/WAN.

If you use the kernel-sources rpm package instead of the official kernel tar package and you would
like to compile an identical kernel with those standard Red Hat Linux kernels but patched for
FreeS/WAN IPSec support, you may want to use the . confi g files included in the kernel-source
rpm package. For example, if you have a single processor machine with a i686 CPU you could use the
[usr/src/linux/configs/kernel-2.4.18-i686. confi gfile:

# cd /usr/src/linux

# cp configs/kernel-2.4.18-i686.config .config
# make config

# make dep

Enter the following commands to compile both FreeS/WAN and the kernel:

# cd /usr/src/freeswan-1. 99
# make ogo

If you used the algo patch for AES support, you must select the following kernel options:

| PSEC Modul ar Ext ensi ons (CONFI GIPSECALG [Y/n/?] y AES
encryption al gorithm (CONFI GI PSECALGAES) [Mn/y/?] m

For more information on the kernel options required and recommended by FreeS/WAN, please refer to
the FreeS/WAN documentation, especially doc/ ker nel . ht m .

8. Compile the kernel and kernel modules, install them, and configure the boot loader (LILO, Grub, ...)
to boot up the system with the new kernel as a default.

When using Red Hat Linux you may want to use the following procedure:

cd /usr/src/linux
make bzl mage

make install

make nodul es

make nodul es_install

H H O H

Finally, prepare your default boot loader to boot up the system with this newly compiled and installed
kernel.

Please refer to the FreeS/WAN documentation for more details. The Kernel-HOWTO document by
Linux Documentation Project gives a lot of useful information about compiling and setting up a new
kernel to the system (ht t p: // www. t dl p. or g).

9. Configure the boot-up scripts to load the AES kernel module automatically after a reboot. You can load
the AES module automatically with ther c. | ocal script, for example:

# echo "nodprobe ipsec_aes" >> /etc/rc.d/rc. | ocal

VPN with SSH Sentinel and FreeS/WAN (© 2002 SSH Communications Security Corp



10 Chapter 1. VPN Connection to FreeS/WAN IPSec Gateway

1.3 Setting Up the OpenSSL-Based CA

1. Create your own OpenSSL-based Certificate Authority (CA).

You must have OpenSSL installed on your CA host. The Red Hat Linux 7.3 based test CA server used
in this example has the following rpm packages installed:

# rpm-ga | grep openssl | sort
openssl -0. 9. 6b- 28
openssl -devel - 0. 9. 6b- 28

You can find the configuration file for OpenSSL from / usr/ shar e/ ssl / openssl . cnf. Check
the openssl . cnf default settings. Also, check the script file / usr/ share/ ssl/m sc/ CA
installed by openssl-0.9.6b-28 rpm package. These two files and their default settings are used for
creating the CA and client certificates later.

To create a new CA, enter the following command:

# cd /usr/sharel/ssl/msc
# ./CA -newca
CA certificate filenane (or enter to create)

Maki ng CA certificate ...
Using configuration from/usr/share/ssl/openssl.cnf
CGenerating a 1024 bit RSA private key

_____ ++++++

.......................................................... ++++++
witing new private key to './denoCA private/./cakey. pen

Ent er PEM pass phrase:

Verifying password - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank

For some fields there will be a default val ue,

If you enter '.’, the field will be left blank.

Country Nane (2 letter code) [GB]: FI

State or Province Name (full name) [Berkshire]:Eastern Finland

Locality Nane (eg, city) [Newbury]: Kuopio

Organi zati on Nanme (eg, conpany) [M/ Conpany Ltd]: SSH Commruni cations Security Corp
Organi zational Unit Name (eg, section) []:SSH Sentinel OpenSSL test CA team
Conmon Nane (eg, your nane or your server’'s hostname) []:ca.kuo.ipsec.com
Emai | Address []:sentinel -support @sh.com

© 2002 SSH Communications Security Corp VPN with SSH Sentinel and FreeS/WAN



1.4. Creating the Certificate Revocation List (CRL) 11

Since you will need the password protecting the private key later (when issuing certificates, for
example) make sure to memorize it.

In this example, we used ca. kuo. i psec. comas the Common Name (identity) for our CA
certificate. The Fully Qualified Domain Name (FQDN) of the host in the test environment was
freeswan. kuo. i psec. com

Note: Do not use the same Common Names (identities) for both the CA root certificate and the
FreeS/WAN host certificate.

By default, the / usr/ shar e/ ssl / m sc/ CA script creates CA and client certificates which are
valid for 365 days. If you want to create a root CA certificate which is valid for 10 years, you must
create the CA manually as follows (all the client certificates issued by the CA are still valid for 365
days but the root CA certificate is valid for 3650 days (about 10 years)):

# cd /usr/sharel/ssl/msc
# nkdir denoCA
# cd denmpCA
# nkdir certs crl newcerts private
# openssl req \
-new \
-x509 \
-keyout private/cakey. pem\
-out cacert.pem\
-days 3650
#cd ..
2. The FreeS/WAN gateway needs the certificate of the root CA when authenticating the remote host. The

root CA certificate must be available in FreeS/WAN directory / et c/ i psec. d/ cacert s/

# cd /usr/sharel/ssl/m sc/denpCA

#1s

cacert.pem certs crl index.txt newerts private serial
# cp -p cacert.pem/etc/ipsec.d/cacerts/ myCAcert.pem

1.4 Creating the Certificate Revocation List (CRL)

The

x509patched FreeS/WAN checks Certificate Revocation Lists (CRLs) from directory

/etclipsec.d/crls/.

To create and install a CRL valid for 15 days, use the following procedure. The required password is the one
used for protecting private keys of the root CA certificate in the previous section.

# cd /usr/share/ssl/msc

VPN with SSH Sentinel and FreeS/WAN (© 2002 SSH Communications Security Corp



12 Chapter 1. VPN Connection to FreeS/WAN IPSec Gateway

# openssl ca -gencrl -crldays 15 -out crl.pem
Using configuration from/usr/share/ssl/openssl.cnf
Ent er PEM pass phrase:

# cp -p crl.pem/etc/ipsec.d/crls/myCrl.pem

The documentation of the x509patch gives more information about revocating a certificate and updating the
CRL file. Check the README document included in the x509patch source package, or the homepage of the
patchatht t p: / / ww. strongsec. conl freeswan/ .

1.5 Creating the Certificate for the FreeS/WAN Gateway

1. Run the following command to create a certificate request:

# cd /usr/share/ssl/msc

# ./ CA -newcert

Using configuration from/usr/share/ssl/openssl.cnf
CGenerating a 1024 bit RSA private key

++++++

.................. ++++++
witing new private key to 'new eq. pen

Ent er PEM pass phrase:

Verifying password - Enter PEM pass phrase:

You are about to be asked to enter infornmation that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank

For some fields there will be a default val ue,

If you enter '.’, the field will be left blank.

Country Nane (2 letter code) [GB]:Fl

State or Province Name (full name) [Berkshire]: Eastern Finland

Locality Nanme (eg, city) [Newbury]: Kuopio

Organi zati on Nanme (eg, conpany) [M/ Conpany Ltd]: SSH Commruni cations Security Corp
Organi zational Unit Name (eg, section) []:SSH Sentinel FreeSWAN test team

Conmon Name (eg, your nane or your server’'s hostnane) []:ca.kuo.ipsec.com

Emai | Address []:sentinel -support @sh.com

Certificate (and private key) is in new eq.pem

Since you will need the password protecting the private key when later accessing it, make sure to
memorize it.

© 2002 SSH Communications Security Corp VPN with SSH Sentinel and FreeS/WAN



1.5. Creating the Certificate for the FreeS/WAN Gateway 13

Note: The Common Name (identity) for the FreeS/WAN host certificate and the root CA certificate
created earlier must be different, even when both services (OpenSSL CA and FreeS/WAN IPSec) are
running on the same host.

2. Sign the certificate request with your OpenSSL root CA certificate. The first required password is for
the certificate request, and the second for the CA:

# cd /usr/share/ssl/msc

# ./ CA -signcert

Cert passphrase will be requested twice - bug?
Getting request Private Key

Ent er PEM pass phrase:

CGenerating certificate request

Using configuration from/usr/share/ssl/openssl.cnf
Ent er PEM pass phrase:

Check that the request matches the signature

Si gnature ok

The Subjects Distinguished Nane is as follows

count r yName : PRI NTABLE: ’ FI’

st at eOr Provi nceNane : PRI NTABLE: ' Eastern Fi nl and’

| ocal i t yNane : PRI NTABLE: ' Kuopi o’

or gani zat i onName : PRI NTABLE: ' SSH Communi cati ons Security Corp’
or gani zati onal Uni t Nane: PRI NTABLE: ' SSH Senti nel FreeSWAN test teani
conmonNane : PRI NTABLE: ’ ca. kuo. i psec. comni

emai | Addr ess 1 A5STRI NG ' senti nel - support @sh. comi

Certificate is to be certified until Oct 11 12:52:31 2003 GMI (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commt? [y/n]y
Wite out database with 1 new entries

Dat a Base Updat ed

[ properties of your freeswan host certificate listed here ]

3. Install the signed FreeS/WAN host certificate and private keys:

# cp -p newcert.pem/etc/ipsec.d/ certs/nyCert.pem

# cp -p neweqg.pem/etc/ipsec.d/private/ nmyKey. pem

The private keys are included in the certificate request file.

The x509patch version used supposes that the certificates are stored under the / et ¢/ i psec. d/
directory. Later patch releases targeted to FreeS/WAN v2.0 require the certificates to be in directory
/etclipsec.d/certs/.

VPN with SSH Sentinel and FreeS/WAN (© 2002 SSH Communications Security Corp



14 Chapter 1. VPN Connection to FreeS/WAN IPSec Gateway

Since this document is targeted to FreeS/WAN v1.9x, we install the certificates under the
/etclipsec.d/ certs/ directory, and our FreeS/WAN sample configurations read the certificates
(namely FreeS/WAN host certificate myCer t . pen) fromthe/ et c/ i psec. d/ cert s/ directory.

4. Configure the FreeS/WAN secrets file for the RSA private key.

The secrets file of FreeS/WAN IPSec is / et ¢/ i psec. secrets. Here you must either declare
the pre-shared key (PSK, shared secret) or the location of the RSA private keys if deploying X.509
certificates instead.

If using pre-shared key authentication, the secrets file / et ¢/ i psec. secrets of a FreeS/WAN
gateway with public ethO interface IP address 172.16.13.9 serving roadwarrior VPN clients must in-
clude the pre-shared key as

172.16.13.9 %any : PSK "My123Super 456Secr et 789PSK"

Note: Using pre-shared keys for roadwarrior clients is not recommended since all the remote clients
will be using the same pre-shared key.

If using X.509 certificates, you must define the RSA private key inthe / et ¢/ i psec. secr et s file
as follows:

RSA /etc/ipsec.d/privatel/ nyKey. pem" MTopSecr et Passwd"

In this example, the private keys were protected with the password "My TopSecr et Passwd’ earlier
when creating a certificate request for the FreeS/WAN host as CN=f r eeswan. kuo. i psec. com

Note: If you want to use both a pre-shared key and X.509 certificates, your/ et c/ i psec. secrets
file must contain both of the above-mentioned definitions. Please refer to the FreeS/WAN
documentation for more information on creating and setting up your private key in the
/etclipsec. secr et sfile.

Now both the OpenSSL root CA certificate and FreeS/WAN host certificate and/or the private key have
been installed properly.

1.6 Creating the Certificate for the SSH Sentinel Client

1. Create the key pair and the certification request with the following command. Use the remote user’s
e-mail address as the identity (in this example, user 1@uo. i psec. conj:

# cd /usr/share/ssl/msc/

# ./ CA -newcert

Usi ng configuration from/usr/share/ssl/openssl.cnf
CGenerating a 1024 bit RSA private key

++++++

+++++

witing new private key to 'new eq. pemn
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1.6. Creating the Certificate for the SSH Sentinel Client 15

Ent er PEM pass phrase:

Verifying password - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

VWhat you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.’, the field will be left blank.

Country Nane (2 letter code) [GB]: Fl

State or Province Nane (full name) [Berkshire]: Eastern Finland

Locality Nane (eg, city) [ Newbury]: Kuopio

Organi zati on Name (eg, conpany) [My Conpany Ltd]: SSH Conmuni cations Security Corp
Organi zational Unit Name (eg, section) []:SSH Sentinel staff

Conmon Nane (eg, your nane or your server’'s hostnane) []:userl@uo.ipsec.com

Enmai | Address []:userl@kuo.ipsec.com

Certificate (and private key) is in new eq. pem

Since you will need the password later, make sure to memorize it.

2. Sign the certificate request with your OpenSSL root CA certificate:

# cd /usr/share/ssl/msc/

# ./CA -signcert

Cert passphrase will be requested twi ce - bug?
Getting request Private Key

Ent er PEM pass phrase:

CGenerating certificate request

Using configuration from/usr/share/ssl/openssl.cnf
Ent er PEM pass phrase:

Check that the request matches the signature

Si gnature ok

The Subjects Distinguished Nane is as follows

count r yName : PRI NTABLE: * FI'’

st at eO Provi nceNamne : PRI NTABLE: ' East ern Fi nl and’

| ocal i t yNane : PRI NTABLE: ' Kuopi o’

or gani zat i onNane : PRI NTABLE: ' SSH Communi cati ons Security Corp’
or gani zati onal Uni t Nane: PRI NTABLE: ' SSH Senti nel staff’

commpnNane : T61STRI NG ' user 1@uo. i psec. com

emai | Addr ess 1 A5STRI NG ' user 1@uo. i psec. com

Certificate is to be certified until Oct 10 07:40: 49 2003 GUI (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commt? [y/n]y
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Wite out database with 1 new entries
Dat a Base Updat ed

[ properties of your sentinel client certificate listed here ]

Now we have a signed certificate for the remote user in a PEM-formatted file newcer t . pemand the
private keys in a PEM-formatted and password-protected file newr eq. pem

. Create a PKCS #12 formatted certificate package for the remote user.

Importing the client certificate into SSH Sentinel is very easy when the root CA certificate, the remote
client certificate, and the private keys are packaged into a single, password-protected PKCS #12 file.

# cd /usr/share/ssl/msc/

# openssl pkcsl12 \
-export \
-i nkey newr eq. pem\
-in newcert.pem\
-name "OpenSSL client certificate" \
-certfile denobCA/ cacert. pem\
-caname "(OpenSSL Root CA certificate" \
-out pkcsl2 certpack for_userl.pl2
Ent er PEM pass phrase:
Ent er Export Password:
Verifying password - Enter Export Password:

Export password used was ' MySecr et Export Passwd’ .

The PKCS #12 certificate package for the remote user can now be found in file
pkcs12 cert pack_f or _user 1. pl2.

. Deliver the PKCS #12 certificate package to the remote user.

Even though the PKCS #12 file is password-protected, the safest way to deliver the certificate file to the
remote user is to use a secured scp file transfer (using, for example, SSH Secure Shell). Alternatively,
consider using SSL-encrypted transfer via a https Web server, or perhaps a floppy disk.

Mount a (vfat) formatted floppy disk into the system and copy the PKCS #12 file into the floppy:

# cd /usr/share/ssl/msc/
# mount -t vfat /dev/fdO /mt/fl oppy
# cp pkcsl1l2_certpack_for_userl.pl2 /mt/fl oppy/.

# unount /mt/fl oppy
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5. Configure FreeS/WAN for a strict CRL policy.

With the x509patch release v0.9.14 you can set FreeS/WAN to use a strict CRL policy. FreeS/WAN
trusts remote client certificates only if the root CA certificate can be found from directory
/etclipsec.d/ cacerts/,and if the client certificate is valid and not revocated.

For older x509patch releases, you had to keep copies of the remote client certificates in the
/etclipsed. d/ directory, but with the new strict CRL policy support that is no longer required.
This makes administration of the FreeS/MWAN gateway much easier and safe.

If your own OpenSSL-based CA was used to sign the certificates for both the FreeS/WAN host
and SSH Sentinel remote clients, you just have to keep the OpenSSL root CA certificate in the
/etcl/ipsec.d/ cacerts/ directory, and the CRL fileinthe/ et c/i psec. d/ cr| s/directory.
(These files were already installed in previous steps in this example).

To configure the x509patched FreeS/WAN for a strict CRL policy, you must add the following
parameter under the config setup section of the / et ¢/ i psec. conf confi g file:

config setup
strictcrlpolicy=yes

Note: A valid Certificate Revocation List (CRL) file is very important now. Using the following
command you can verify all the installed and valid certificates:

# /usr/local/sbin/ipsec auto --listall

1.7 Configuring FreeS/WAN for VPN Remote Clients

The FreeS/WAN VPN gateway must be configured to allow authenticated remote users to establish a virtual
private connection to the private network protected by the gateway. Typically, the FreeS/WAN VPN gateway
is configured for roadwarrior remote clients, that is, clients without a fixed IP address. Access is based on
authentication and not the source IP address.

Please check Section 1.9 (FreeS/WAN Sample Configurations) for sample / et c/ i psec. conf configura-
tion files, and Section 1.10 (Configuring SSH Sentinel) for SSH Sentinel VPN client settings.

1.8 Restarting the FreeS/WAN Gateway

FreeS/WAN IPSec must be restarted after reconfiguration. If AES support and ipsec_aes kernel module were
used, the module must be removed before restarting FreeS/WAN.

# rnmod i psec_aes
# service ipsec restart
# insnmod i psec_aes
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1.9 FreeS/WAN Sample Configurations

All the following FreeS/WAN sample configurations are for a roadwarrior gateway usage (SSH Sentinel
VPN remote client may connect to the gateway from any source IP address). In the sample configurations,
the settingr enot e network = any (0. 0. 0. 0/ 0) means that connection to other networks (such as
the Internet) is not allowed simultaneously with the VPN tunnel.

It is also possible to open the VPN tunnel to the target network (for example, 192.168.1.0/24) and allow SSH
Sentinel to connect to other networks, such as the Internet. In this case, set the SSH Sentinel remote network
t0 192.168.1.0/24, and in the FreeSWAN / et ¢/ i psec. conf filel ef t subnet =192. 168. 1. 0/ 24.

Note: Even if you set your remote network to something else than any (0.0.0.0/0), for example
192.168.1.0/24, you can efficiently deny all plain text traffic when the VPN tunnel is activated. After closing
the VPN tunnel, the plain text traffic is routed normally. This feature improves security: even if the remote
network is a subnet (like 192.168.1.0/24) and you are creating a VPN tunnel for the subnet only, you can deny
all plain text traffic while using the tunnel. There is no chance of IP packets being routed from the Internet
to the target private network over the VPN tunnel since the routing to the Internet is disabled when using the
VPN tunnel. To do this, just select the option Deny split tunneling under the Advanced properties of the
SSH Sentinel VPN rule.

Using X.509 certificates for authentication is strongly recommended, since using pre-shared key (PSK) based
authentication with roadwarriors requires that all the remote users are using the same PSK. If your PSK leaks
out to some intruder, your private LAN can be easily compromized. If you change the PSK, all the remote
users must reconfigure their SSH Sentinel for an updated PSK.

When using certificates, a network administrator can just revoke a compromized certificate to prevent its
use for a VPN connection. FreeS/WAN denies any remote client trying to authenticate with a revocated
certificate. All the other users may use the connection without any interruption.

The following sample configurations are sorted by the virtual IP technique used: no virtual 1P, DHCP over
IPSec, and manual assignment. Every section has separate sample configurations for all the authentication
(pre-shared keys vs. X.509 certificates) and encryption (3DES vs. AES) variants.

Virtual IP Technique Authentication Encryption
Not used Pre-Shared Keys (1 3DES
Not used Pre-Shared Keys (1 AES
Not used Certificates 3DES
Not used Certificates AES
DHCP over IPSec (2 Pre-Shared Keys (1 3DES
DHCP over IPSec (2 Pre-Shared Keys (1 AES
DHCP over IPSec (2 Certificates 3DES
DHCP over IPSec (2 Certificates AES
Manual (3 Pre-Shared Keys (1 3DES
Manual (3 Pre-Shared Keys (1 AES
Manual (3 Certificates 3DES
Manual (3 Certificates AES
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(1 Using pre-shared key based authentication in roadwarrior environments is not recommended, since all the
remote users are using the same pre-shared key for authentication.

(2 Using DHCP over IPSec as a virtual IP solution makes the configuration of SSH Sentinel VPN remote
clients very easy, but there is no method for assigning a certain virtual IP address for a certain remote user.
All the virtual IP addresses are assigned from a dynamic pool of a private DHCP server. Thus, you cannot
allow/reject traffic in your internal firewall coming from DHCP over IPSec remote clients based on the source
IP address of the remote client.

(3 Assigning the virtual IP addresses manually allows a remote user to spoof his/hers manual virtual IP
address. Nothing prevents the remote user from using an IP address that conflicts with an IP address reserved
for some other remote user. However, when using X.509 certificates for authentication, it is possible to setup
FreeS/WAN VPN connection profiles per remote user configured as roadwarrior usage and forcing the remote
user to use the manual virtual 1P address assigned to him/her by the network administrator. See the following
configuration examples for more information.

Note: All the configurations using certificates are using the st ri ct cr | pol i cy=yes parameter. Remote
client certificates are not stored in the FreeS/WAN host. Instead, the FreeS/WAN relies on the OpenSSL root
CA certificate and all the remote client certificates issued by the root CA. Using this new feature requires that
the Certificate Revocation List (CRL) is valid. You must update the CRL before it expires.

1.9.1 VPN Tunnel without Virtual P Support

SSH Sentinel VPN remote client communicates with the private target remote network over a VPN tunnel
using the IP address of the network adapter as the source address. The IP address of the FreeS/WAN private
interface (typically ethl) must be used as a default gateway for the private network to route reply packets
back to FreeS/WAN and the VPN tunnel.

Using Pre-Shared Keys and 3DES

Configuration:

e roadwarrior gateway
e authentication with pre-shared keys
e encryption with 3DES

e no Virtual IP support.

# letcl/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%lef aul troute
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kl i psdebug=none
pl ut odebug=none

pl ut ol oad=%sear ch

uni quei ds=yes

conn %def aul t
keyi ngtries=1

di sabl earri val check=no

aut hby=secr et
keyexchange=i ke

i kelifetinme=240m

keyl i f e=60m
pf s=yes
conpr ess=no

| ef t =%def aul trout e

aut o=add

conn rw psk-3des-novip
t ype=t unnel
ri ght =%any

# renote network for sentinel vpn rule:

| ef t subnet=0.0.0.0/0

# end of /etc/ipsec.conf

Using Pre-Shared Keys and AES

Configuration:

roadwarrior gateway

encryption with AES

no Virtual IP support.

authentication with pre-shared keys

# letcl/ipsec.conf - FreeS/WAN | Psec configuration file

config setup

i nterfaces=%lef aul troute

kl i psdebug=none
pl ut odebug=none

pl ut ol oad=%sear ch

uni quei ds=yes

© 2002 SSH Communications Security Corp VPN with SSH Sentinel and FreeS/WAN



1.9. FreeS/WAN Sample Configurations 21

conn %lefaul t
keyi ngtri es=1
di sabl earri val check=no
aut hby=secr et
keyexchange=i ke
i kelifetinme=240m
keyl i f e=60m
pf s=yes
conpr ess=no
| ef t =%lefaul troute
aut o=add

conn rw psk-aes-novi
t ype=t unnel
ri ght =%any
aut h=esp
esp=aes128- md5
i ke=aes128- nd5
# renpote network for sentinel vpn rule:
| ef t subnet =0. 0.0.0/0

# end of /etc/ipsec.conf

Using Certificates and 3DES

Configuration:

e roadwarrior gateway
e authentication with X.509 certificates
e encryption with 3DES

e no Virtual IP support.

# letc/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%lefaul troute
kl i psdebug=none
pl ut odebug=none
pl ut ol oad=%sear ch
uni quei ds=yes
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strictcrlpolicy=yes

conn %lefaul t
keyi ngtries=1
di sabl earri val check=no
aut hby=rsasig
keyexchange=i ke
i kelifetinme=240m
keyli fe=60m
pf s=yes
conpr ess=no
ri ght =%any
ri ghtrsasi gkey=%ert
| ef t =%lef aul troute
| eftcert=certs/nyCert.pem
aut o=add

conn rw-cert-3des-novip
t ype=t unnel
ri ght =%any
# renote network for sentinel vpn rule:
| ef t subnet =0. 0.0.0/0

# end of /etc/ipsec.conf

Using Certificates and AES

Configuration:

roadwarrior gateway

authentication with X.509 certificates

encryption with AES

no Virtual IP support.

# letcl/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%lefaul troute
kl i psdebug=none
pl ut odebug=none
pl ut ol oad=%sear ch
uni quei ds=yes
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strictcrlpolicy=yes

conn %lefaul t
di sabl earri val check=no
aut hby=rsasig
keyexchange=i ke
i kelifetinme=240m
keyl i f e=60m
pf s=yes
conpr ess=no
ri ght =%any
ri ghtrsasi gkey=%ert
| ef t =%lefaul troute
| eftcert=certs/nyCert. pem
aut o=add

conn rw-cert-aes-novip
t ype=t unnel
ri ght =%any
aut h=esp
esp=aes128- nmd5
i ke=aes128- nd5
# renpote network for sentinel vpn rule:
| ef t subnet=0.0.0.0/0

# end of /etc/ipsec.conf

1.9.2 VPN Tunnel with Virtual P Support: DHCP over | PSec

SSH Sentinel VPN remote client communicates with the private target remote network over a VPN tunnel
using the dynamic IP address of the SSH Sentinel virtual adapter as the source address. The IP address comes
from a private DHCP server. In the private network, the DHCP over IPSec virtual IP address scope must be
routed to the IP address of the FreeS/WAN private interface (typically ethl). The default gateway of the
private network may be some other router if required. After deploying the Virtual IP technique, you are no
longer required to use your FreeS/WAN gateway as the default gateway.

DHCP requests are relayed from the SSH Sentinel VPN client to a private DHCP server by dhcpr el ay
daemon. The target DHCP server used in these tests was DHCPd v2 by ISC, htt p: / / www. i sc. or g/
pr oduct s/ DHCP/ .

The used configuration file / et ¢/ dhcpd. conf was:

# begin of /etc/dhcpd.conf ---------mmmm oo
server-identifier ny-private-dhcp-server;
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I P address of ethO interface in this DHCP server
is 192.168.1.41

| P address of private ethl interface of FreeS/ WAN
gateway is 192.168.1.67

DHCP- over -1 PSec renote clients will get |IP address
fromscope 10.2.67.0/24 (range 10.2.67.2 - 10.2.67.253).

NOTE: DHCP service ports of this DHCP server are
cl osed by default. This DHCP server serves
DHCP- over -1 PSec renote clients only.

Reconfigure ipchains/iptables firewall rules to
open or close DHCP ports 67-68/ udp for a host.
Currently ports 6768/ udp are opened only for
FreeS/ WAN gat eway 192.168.1.67 (for initial

DHCP request) as well as for DHCP-over-| PSec
Virtual |P address scope 10.2.67.0/24 (for

DHCP renew) .

HOH OHHFHHFHHHHFHHEHHEHHEHHE R

# Dummy enpty scope to get dhcpd running:
subnet 192.168. 1. 41 net mask 255.255. 255. 255 {
}

shar ed- net wor k SUBNET- 10- 2- 67 {
subnet 192.168. 1. 67 netmask 255. 255. 255. 255 {
}
subnet 10.2.67.0 netmask 255.255.255.0 {
range 10.2.67.2 10.2.67. 253;

defaul t-1ease-time 21600; # 6 hours

max- | ease-tinme 43200; # 12 hours

option routers 10. 2. 67. 254;

option broadcast - address 10. 2. 67. 255;

option subnet - mask 255, 255. 255. 0

option nis-domain "kuo. fi.ssh. cont
option domai n- name "kuo. fi.ssh. cont
option domai n- name-servers 10.2.3.11, 10.2.3.13;
option netbi os-nane-servers 10.2.3.12, 10.2.3.14;

}
# end of /etc/dhcpd.conf -------mmmmmm e

The dhcprelay daemon must be launched during a system boot, for example by the
/etc/rc.d/rc.local script. If the target DHCP server is located at IP address 192.168.1.41,
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the FreeS/WAN virtual adapter used is ipsecO, and the private interface of FreeS/WAN is ethl, then the
dhcprelay daemon could be launched as follows:

/usr/local /shin/dhcprelay i psecO ethl 192.168.1.41

To auto-launch the daemon after a reboot, you can add it into the r c. | ocal script as follows:

echo "/usr/local/sbin/dhcprelay i psecO ethl 192.168.1.41 \
>> [var/l og/ dhcprelay.log & >> /etc/rc.d/rc.|ocal

The command line parameters of the dhcprelay daemon can also be set in the
/usr/ 1l ocal /etc/dhcprel ay. conf configuration file. For more details, please refer to the
dhcprelay documentationat ht t p: / / www. st rongsec. cont f r eeswan/ dhcpr el ay.

Using Pre-Shared Keys and 3DES

Configuration:

roadwarrior gateway

authentication with pre-shared keys

encryption with 3DES

virtual IP support with DHCP over IPSec.

# letcl/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%lefaul troute
kl i psdebug=none
pl ut odebug=none
pl ut ol oad=%sear ch
uni quei ds=yes

conn %lefaul t
keyi ngtri es=1
di sabl earri val check=no
aut hby=secr et
keyexchange=i ke
i kelifetinme=240m
keyl i f e=60m
pf s=yes
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conpr ess=no
| ef t =%@ef aul trout e
aut o=add

conn dhcp
t ype=t unnel
r ekey=no
i kelifetime=60s
keyli fe=20s
r ekeymar gi n=10s
ri ght =%any
| ef t subnet =0. 0.0.0/0
| ef t pr ot oport =udp/ boot ps
ri ght prot oport =udp/ boot pc

conn rw psk- 3des-do
t ype=t unnel
ri ght =%any
aut h=esp
# virtual ip address scope for sentinel renote clients:
| ef t subnet =0. 0.0.0/0
# renote network for sentinel vpn rule:
ri ght subnet wi t hi n=10. 2. 67. 0/ 24

# end of /etc/ipsec.conf

Using Pre-Shared Keys and AES

Configuration:

e roadwarrior gateway
e authentication with pre-shared keys
e encryption with AES

e virtual IP support with DHCP over IPSec.

# letcl/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%efaul troute
kl i psdebug=none
pl ut odebug=none
pl ut ol oad=%sear ch
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uni quei ds=yes

conn %def aul t
keyi ngtries=1

di sabl earri val check=no

aut hby=secr et
keyexchange=i ke

i kelifetinme=240m
keyli fe=60m

pf s=yes

conpr ess=no

| ef t =%lefaul troute
aut o=add

conn dhcp
t ype=t unnel
r ekey=no
i kelifetime=60s
keylife=20s
r ekeymar gi n=10s
ri ght =%any
| ef t subnet=0.0.0.0/0

| ef t pr ot oport =udp/ boot ps
ri ght prot oport =udp/ boot pc

aut h=esp
esp=aesl128- nmd5
i ke=aes128- nd5

conn rw psk- 3des- doi
t ype=t unnel
aut hby=secr et
ri ght =%any
aut h=esp
esp=aes128- nmd5
i ke=aes128- nd5

# renmote network for sentinel

| ef t subnet =0.0.0.0/0

vpn rul e:

# virtual ip address scope for sentinel renote clients:

ri ght subnet wi t hi n=10. 2. 67. 0/ 24

# end of /etc/ipsec.conf

VPN with SSH Sentinel and FreeS/WAN
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Using Certificates and 3DES

Configuration:

roadwarrior gateway

authentication with X.509 certificates

encryption with 3DES

virtual IP support with DHCP over IPSec.

# letc/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%lefaul troute
kl i psdebug=none
p! ut odebug=none
pl ut ol oad=%sear ch
uni quei ds=yes
strictcrlpolicy=yes

conn %lef aul t
keyi ngtri es=1
di sabl earri val check=no
aut hby=rsasi g
keyexchange=i ke
i kelifetime=240m
keyl i f e=60m
pf s=yes
conpr ess=no
ri ght =%any
ri ghtrsasi gkey=%ert
| ef t =%lefaul troute
| eftcert=certs/nyCert.pem
aut o=add

conn dhcp
t ype=t unnel
r ekey=no
i kelifetime=60s
keyli fe=20s
rekeymar gi n=10s
ri ght =%any
| ef t subnet=0.0.0.0/0
| ef t pr ot oport =udp/ boot ps
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ri ght prot oport =udp/ boot pc

conn rw-cert-3des- doi
t ype=t unnel
ri ght =%any
ri ght =%any
# virtual ip address scope for sentinel renote clients:
ri ght subnet wi t hi n=10. 2. 67. 0/ 24
# renote network for sentinel vpn rule:
| ef t subnet =0.0.0.0/0

# end of /etc/ipsec.conf

Using Certificates and AES

Configuration:

e roadwarrior gateway
e authentication with X.509 certificates
e encryption with AES

e virtual IP support with DHCP over IPSec.

# letc/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%efaul troute
kl i psdebug=none
p! ut odebug=none
pl ut ol oad=%sear ch
uni quei ds=yes
strictcrlpolicy=yes

conn %lef aul t
keyi ngtries=1
di sabl earri val check=no
aut hby=rsasi g
keyexchange=i ke
i kelifetime=240m
keyl i f e=60m
pf s=yes
conpr ess=no
ri ght =%any
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ri ghtrsasi gkey=%ert

| ef t =%lefaul troute

| eftcert=certs/nyCert.pem
aut o=add

conn dhcp
t ype=t unnel
r ekey=no
i kelifetime=60s
keyli fe=20s
r ekeymar gi n=10s
ri ght =%any
| ef t subnet=0.0.0.0/0
| ef t pr ot oport =udp/ boot ps
ri ght prot oport =udp/ boot pc
aut h=esp
esp=aesl128- nmd5
i ke=aes128- nmd5

conn rw-cert-3des- doi
t ype=t unnel
ri ght =%any
aut h=esp
esp=aes128- md5
i ke=aes128- nd5
# virtual ip address scope for sentinel renote clients:
ri ght subnet wi t hi n=10. 2. 67. 0/ 24
# renpte network for sentinel vpn rule:
| ef t subnet=0.0.0.0/0

# end of /etc/ipsec.conf

1.9.3 VPN Tunnel with Virtual P Support: Manual Assignment

SSH Sentinel VPN remote client communicates with the private target remote network over a VPN tunnel
using the static IP address of the SSH Sentinel virtual adapter as the source address. The IP address is
manually set for the VPN rule. In the private network, the manual IP address scope must be routed to the IP
address of the FreeS/WAN private interface (typically ethl). The default gateway of the private network may
be some other router if required. After deploying the virtual IP technique, you are not required to use your
FreeS/WAN gateway as a default gateway.
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Using Pre-Shared Keys and 3DES

Configuration:

roadwarrior gateway

authentication with pre-shared keys

encryption with 3DES

virtual IP support with a manually set virtual IP address.

# letcl/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%lefaul troute
kl i psdebug=none
pl ut odebug=none
pl ut ol oad=%sear ch
uni quei ds=yes

conn %lefaul t
keyingtries=1
di sabl earri val check=no
aut hby=secr et
keyexchange=i ke
i kelifetinme=240m
keyl i f e=60m
pf s=yes
conpr ess=no
| ef t =%lefaul troute
aut o=add

conn rw psk- 3des- manual
t ype=t unnel
ri ght =%any
# renote network for sentinel vpn rule:
| ef t subnet=0.0.0.0/0
# virtual ip address scope for sentinel renote clients:
ri ght subnet wi t hi n=10. 2. 67. 0/ 24

# end of /etc/ipsec.conf

To prevent IP conflicts between remote clients, you must maintain good documentation about the manually
assigned virtual IP addresses. It is important to remember that nothing prevents the remote users from setting
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conflicting IP addresses in their SSH Sentinel VPN rules. You cannot trust that a virtual IP source address is
used only by one particular remote user. Then you cannot allow or reject traffic in a internal firewall based on
the virtual IP address used, because the source IP address and the certificate used for authentication are not
linked.

In the FreeS/WAN end, you can use VPN connection profiles per remote user instead of the generic roadwar-
rior profile introduced above. Unfortunately when using PSK authentication, all the remote users are using
the same PSK. To effectively force a remote client to use a specified manual virtual 1P address, the remote
client should have a static IP address and you should declare a VPN connection profile for FreeS/WAN per
remote IP address instead of the roadwarrior configuration. Please refer to the FreeS/WAN and x509patch
documentation for more details.

Using Pre-Shared Keys and AES

Configuration:

roadwarrior gateway

authentication with pre-shared keys

encryption with AES

virtual IP support with a manually set virtual IP address.

# letcl/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%efaul troute
kl i psdebug=none
pl ut odebug=none
pl ut ol oad=%sear ch
uni quei ds=yes

conn %lefaul t
keyi ngtries=1
di sabl earri val check=no
aut hby=secr et
keyexchange=i ke
i kelifetinme=240m
keyli fe=60m
pf s=yes
conpr ess=no
| ef t =%lefaul troute
aut o=add
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conn rw psk-aes- manual

t ype=t unnel

ri ght =%any

aut h=esp
esp=aes128- nmd5
i ke=aes128- nmd5

# renmote network for sentinel

| ef t subnet=0.0.0.0/0

vpn rul e:

# virtual ip address scope for sentinel renote clients:

ri ght subnet wi t hi n=10. 2. 67. 0/ 24

# end of /etc/ipsec.conf

Using Certificates and 3DES

Configuration:

e roadwarrior gateway

e authentication with X.509 certificates

e encryption with 3DES

e virtual IP support with a manually set virtual IP address.

# /etcl/ipsec. conf -

config setup

conn

i nterfaces=%lef aul troute

kl i psdebug=none
p! ut odebug=none
pl ut ol oad=%sear ch
uni quei ds=yes

odef aul t

keyi ngtries=1

di sabl earri val check=no

aut hby=rsasi g
keyexchange=i ke

i kelifetime=240m
keyli fe=60m

pf s=yes

conpr ess=no

ri ght =%any

ri ghtrsasi gkey=%ert

FreeS/ WAN | Psec configuration file
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(© 2002 SSH Communications Security Corp



34 Chapter 1. VPN Connection to FreeS/WAN IPSec Gateway

| eft =%@ef aul troute
| eftcert=certs/nyCert.pem
aut o=add

conn rw-cert-3des- manual
t ype=t unnel
ri ght =%any
# virtual ip address scope for sentinel renote clients:
ri ght subnet wi t hi n=10. 2. 67. 0/ 24
# renpote network for sentinel vpn rule:
| ef t subnet=0.0.0.0/0

# end of /etc/ipsec.conf

To prevent IP conflicts between remote clients, you must maintain good documentation about the manually
assigned virtual IP addresses. It is important to remember that nothing prevents the remote users from setting
conflicting IP addresses in their SSH Sentinel VPN rules. You cannot trust that a virtual IP source address is
used only by one particular remote user. Then you cannot allow or reject traffic in a internal firewall based on
the virtual IP address used, because the source IP address and the certificate used for authentication are not
linked.

In the FreeS/WAN end, you can use VPN connection profiles per remote user instead of the generic roadwar-
rior profile introduced above. When using X.509 certificates for authentication, you can create a roadwarrior-
style FreeS/WAN VPN connection profile per a remote user, and force a remote user to use a particular
manually assigned virtual IP address with his/hers certificate. If the remote user tries spoofing the virtual IP
address assigned for him, the IPSec SA negotiation fails and the remote user is not able to communicate, even
with a valid certificate. In this case your/ et ¢/ i psec. conf configuration could look like follows:

# letcl/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%lefaul troute
kl i psdebug=none
pl ut odebug=none
pl ut ol oad=%sear ch
uni quei ds=yes
strictcrlpolicy=yes

conn %lefaul t
keyi ngtries=1
di sabl earri val check=no
aut hby=rsasi g
keyexchange=i ke
i kelifetinme=240m
keyli fe=60m
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pf s=yes

conpr ess=no

ri ght =%any

ri ghtrsasi gkey=%ert

| ef t =%lef aul t rout e

| eftcert=certs/nyCert.pem
aut o=add

conn rw psk-3des- manual -for-userl
t ype=t unnel
# connections allowed fromany source | P address:
ri ght =%any
# renote network for sentinel vpn rule:
| ef t subnet =0.0.0.0/0
# this virtual ip address for sentinel renmpte userl:
ri ght subnet =10. 2. 67. 201/ 32
# ... and it can be used only with this certificate:
rightid="C=FI, ST=Eastern Finland, L=Kuopio, O=SSH
Conmruni cati ons Security Corp, OU=SSH Sentinel Team
CN=user 1@uo. i psec. com E=user1l@uo.ipsec.com

conn rw- psk-3des-manual -f or - user 2
t ype=t unnel
# connections allowed fromany source | P address:
ri ght =%any
# renote network for sentinel vpn rule:
| ef t subnet =0. 0.0.0/0
# this virtual ip address for sentinel renmpte user?2:
ri ght subnet =10. 2. 67. 202/ 32
# ... and it can be used only with this certificate:
rightid="C=FI, ST=Eastern Finland, L=Kuopio, O=SSH
Conmruni cati ons Security Corp, OU=SSH Sentinel Team
CN=user 2@uo. i psec. com E=user2@uo. i psec. cont

conn rw- psk-3des-nmanual -for-user3
t ype=t unnel
# connections allowed fromany source | P address:
# renote network for sentinel vpn rule:
| ef t subnet=0.0.0.0/0
# this virtual ip address for sentinel renpte user3:
ri ght subnet =10. 2. 67. 203/ 32
# ... and it can be used only with this certificate:
rightid="C=FI, ST=Eastern Finland, L=Kuopio, O=SSH
Conmuni cations Security Corp, OU=SSH Sentinel Team
CN=user 3@uo. i psec. com E=user3@uo. i psec. cont

VPN with SSH Sentinel and FreeS/WAN (© 2002 SSH Communications Security Corp



36 Chapter 1. VPN Connection to FreeS/WAN IPSec Gateway

# end of /etc/ipsec.conf

Using Certificates and AES

Configuration:

roadwarrior gateway

authentication with X.509 certificates

encryption with AES

virtual IP support with a manually set virtual IP address

# letc/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%lefaul troute
kl i psdebug=none
p! ut odebug=none
pl ut ol oad=%sear ch
uni quei ds=yes
strictcrlpolicy=yes

conn %lef aul t
keyi ngtries=1
di sabl earrival check=no
aut hby=rsasi g
keyexchange=i ke
i kelifetime=240m
keylife=60m
pf s=yes
conpr ess=no
ri ght =%any
ri ghtrsasi gkey=%ert
| ef t =%lef aul troute
| eftcert=certs/nyCert.pem
aut o=add

conn rw-cert-aes-nmanual
t ype=t unnel
ri ght =%any
aut h=esp
esp=aes128- nmd5
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i ke=aes128- nmd5

# renote network for sentinel vpn rule:

| ef t subnet =0. 0.0.0/0

# virtual ip address scope for sentinel renote clients:
ri ght subnet w t hi n=10. 2. 67. 0/ 24

# end of /etc/ipsec.conf

Note: Nothing prevents a remote user from spoofing his/her manual virtual IP address for the SSH Sentinel
VPN rule, and using a conflicting IP address. Check the previous r w- cer t - 3des- manual example for
more information. In this case, the FreeS/WAN /etc/ipsec.conf could be:

# letc/ipsec.conf - FreeS/WAN | Psec configuration file

config setup
i nterfaces=%lefaul troute
kl i psdebug=none
p! ut odebug=none
pl ut ol cad=%sear ch
uni quei ds=yes
strictcrlpolicy=yes

conn %lef aul t
keyi ngtri es=1
di sabl earri val check=no
aut hby=rsasig
keyexchange=i ke
i kelifetinme=240m
keyl i f e=60m
pf s=yes
conpr ess=no
ri ght =%any
ri ghtrsasi gkey=%ert
| ef t =%lefaul troute
| eftcert=certs/nyCert.pem
aut o=add

conn rw psk-aes-nmanual -for-userl
t ype=t unnel
# connections allowed fromany source | P address:
ri ght =%any
aut h=esp
esp=aesl128- nmd5
i ke=aes128- nd5
# renpote network for sentinel vpn rule:
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| ef t subnet=0.0.0.0/0

# this virtual ip address for sentinel renpte userl:
ri ght subnet =10. 2. 67. 201/ 32

# ... and it can be used only with this certificate:
rightid="C=FI, ST=Eastern Finland, L=Kuopio, O=SSH
Conmruni cati ons Security Corp, OU=SSH Sentinel Team
CN=user 1@uo. i psec. com E=user 1@uo. i psec.cont

conn rw- psk-aes-manual - f or-user?2
t ype=t unnel
# connections allowed fromany source | P address:
ri ght =%any
aut h=esp
esp=aes128- nmd5
i ke=aes128- nmd5
# renote network for sentinel vpn rule:
| ef t subnet=0.0.0.0/0
# this virtual ip address for sentinel renpte userl:
ri ght subnet =10. 2. 67. 202/ 32
# ... and it can be used only with this certificate:
rightid="C=FI, ST=Eastern Finland, L=Kuopio, O=SSH
Conmruni cations Security Corp, OU=SSH Sentinel Team
CN=user 2@uo. i psec. com E=user2@uo. i psec. cont

conn rw psk-aes-nmanual -for-user3
t ype=t unnel
# connections allowed fromany source | P address:
ri ght =%any
aut h=esp
esp=aes128- nmd5
i ke=aes128- nd5
# renpote network for sentinel vpn rule:
| ef t subnet=0.0.0.0/0
# this virtual ip address for sentinel renmpte userl:
ri ght subnet =10. 2. 67. 203/ 32
# ... and it can be used only with this certificate:
rightid="C=FI, ST=Eastern Finland, L=Kuopio, O=SSH
Conmruni cati ons Security Corp, OU=SSH Sentinel Team
CN=user 3@uo. i psec. com E=user3@uo. i psec. cont

# end of /etc/ipsec.conf
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1.10 Configuring SSH Sentinel

The following summarizes the steps required to add the essential SSH Sentinel connection rules. For complete
instructions on how to handle the rules, refer to the SSH Sentinel User Manual.

1.10.1 Creating the Authentication Key

First you must either declare the pre-shared key, or import a PKCS #12 formatted X.509 certificate package
to be used for authenticating the VPN tunnel.

To add a new pre-shared key, launch SSH Sentinel Policy Editor. On the Key Management page, select My
Keys and click the Add button. Select the Create a pre-shared key option.

To import a PKCS #12 formatted certificate package, on the Key Management page, select My Keys, right-
click and select Import. Select PKCS #12 certificate files (* . pf x, *. p12) as Files of type. You must enter
a password to open the PKCS #12 file for importing. The password is the one created earlier while creating
the PKCS #12 file.

Finally, click Apply to save the changes into the SSH Sentinel Policy Manager database.

1.10.2 Creatingthe VPN Rule

In the following, setting remote network to any (0. 0. 0. 0/ 0) means that connection to other networks
(such as the Internet) is not allowed simultaneously with the VPN tunnel.

Itis also possible to open the VPN tunnel to the target network (for example, 192.168.1.0/24) and allow SSH
Sentinel to connect to other networks, such as the Internet. In this case, set the SSH Sentinel remote network
t0 192.168.1.0/24, and in the FreeS/WAN / et ¢/ i psec. conf filel ef t subnet =192. 168. 1. 0/ 24.

Note: Even if you set your remote network to something else than any (0.0.0.0/0), for example
192.168.1.0/24, you can efficiently deny all plain text traffic when the VPN tunnel is activated. After closing
the VPN tunnel, the plain text traffic is routed normally. This feature improves security: even if the remote
network is a subnet (like 192.168.1.0/24) and you are creating a VPN tunnel for the subnet only, you can deny
all plain text traffic while using the tunnel. There is no chance of IP packets being routed from the Internet
to the target private network over the VPN tunnel since the routing to the Internet is disabled when using the
VPN tunnel. To do this, just select the option Deny split tunneling under the Advanced properties of the
SSH Sentinel VPN rule.

To create a virtual private network connection to the private network protected by the FreeS/WAN gateway,

do the following:

1. On the Security Policy page of the Policy Editor, select VPN Connections, and click Add.

2. On the Add VPN Connection dialog box, specify the following settings:
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Security gateway: the domain name or the IP address of the FreeS/WAN gateway. Shift between
the two with the IP button.

Remote network: any (0.0.0.0/0).
Authentication key: the FreeS/WAN authentication key (a pre-shared key or a X.509 certificate).

Select legacy as the proposal template when using 3DES for encryption, and normal when using
AES (Rijndael).

Click Properties to specify more properties.

Select the Acquire virtual IP address check box when virtual IP addressing is used. Click
Settings... and select Dynamic Host Configuration Protocol (DHCP) over IPSec or Specify
manually. Select Specify DNS and WINS servers to specify the IP addresses of (private) DNS
and WINS name servers being used when the VPN tunnel is active.

If using manual virtual IP addressing, we recommend using a 24-bit netmask for the virtual IP
address; for example 10.2.67.201/24 (equals to 10.2.67.201/255.255.255.0).

Note: When deploying virtual IP addressing with DHCP over IPSec, there is no need to specify
the IP addresses of the name servers manually. The private DHCP server can set up the DNS and
WINS servers for SSH Sentinel. The sample dhcpd. conf configuration file in Section 1.9.2
(VPN Tunnel with Virtual IP Support: DHCP over IPSec) shows how to set up the IP addresses
of the servers.

e Do not select Extended authentication since FreeS/WAN does not curretly support it.

Rule Properties E

General I Advanced I

Remote endpoint

Security gateway: I w2 016 .13 . 9 lF

2 Remnate netwark: Ian_l,l ;l_l
IPSec / IKE proposal

Authentication kew: Iw My FreeSwaM PSE j

Proposal template: Ilegac_n,l j

Settings....

[~ Acquire virtual IP address

8 & virtual IP address is an address fram

i Settings...
the internal network, £

™ Estended authentication

The WP gateway may require IKE Setti
#ath, RADIUS or CHAP authentication. SIS

Description
’7 Change...

gl

Cancel |

Figure 1.2: The general properties of the VPN connection

3. On the Rule properties dialog box, under IPSec/IKE proposal, click Settings... to specify the
following:
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e |KE proposal

Encryption algorithm: 3DES
Integrity function: MD5

— IKE mode: main mode

IKE group: MODP 1024 (group 2).

e |PSec proposal

Encryption algorithm: 3DES
Integrity function: HMAC-MD5
IPSec mode: tunnel

PFS group: MODP 1024 (group 2).

4. On the Advanced page, the default values for Security association lifetimes should be OK.

In addition, select the options as shown in Figure 1.3 (The advanced properties of the VPN connection).

Rule Properties E

General Advanced |

Securty association lifetimes

Set the lifetimes of IPSec and IKE E— |
secunty associations.
Audit options

% Audit this e

Advanced optiohs

[~ Apply IP compression

¥ Discover path maximum transfer unit [PTU]

[ Pass MAT devices using
= Wetwork Sddress Translstion Traversal (HETT
= IDE encapsulationto part (2746

[~ Openon gtart-up

¥ Deny split tunneling

Cancel |

Figure 1.3: The advanced properties of the VPN connection

Select Open on start-up if you want the VPN tunnel to be activated automatically after a reboot. The
Apply IP compression option requires option conpr ess=yes for FreeS/WAN as well. The benefit
of IP compression depends on the bandwidth available, as well as on the CPU power at both ends
of the VPN tunnel. Generally, IP compression is useful only if you have fast machines for the SSH
Sentinel VPN client and for FreeS/WAN VPN gateway, but low bandwidth between them (like 28.8
kbit/s modem or a GPRS connection).

5. Once ready, click the OK button to add the rule. On Policy Editor, click Apply to save your changes.

VPN with SSH Sentinel and FreeS/WAN (© 2002 SSH Communications Security Corp



42 Chapter 1. VPN Connection to FreeS/WAN IPSec Gateway

Testing the Connection

To test that the connection can be established and to verify that the data packets are encrypted, select your
VPN rule under VPN Connections and click Diagnostics.

If Diagnostics succeeds, you will see Diagnostics complete display.

If Diagnostics fails, you will see an error message (and more details if the Details option was selected).

Opening the VPN Tunnel

You can open the VPN tunnel either via the SSH Sentinel tray icon (Select VPN -> your VPN rule), or
you can enable Open on start-up under the Advanced properties of the VPN rule to open the VPN tunnel
automatically when the system reboots.

For more information on using VPN tunnels with SSH Sentinel, please refer to the SSH Sentinel User Manual.

1.11  Troubleshooting

1.11.1 FreeS/'WAN | PSec Gateway

1. Check the system log files. Typically, you find them at /var/l og/secure and
/var/| og/ messages.

2. Check the FreeS/WAN barf output:

# /usr/local/sbin/ipsec barf | nore

3. Kernel parameterr p_fi | t er must be set to "0’ for the interface used by FreeS/WAN. If your default
gateway is found via ethO and FreeS/WAN is configured to bind itself to that interface, you must set
rp_filter=0 for the ethO interface.

To check the status of the parameter, enter the following command:

# cat /proc/sys/net/ipvd/conf/ethO/rp filter
0

Ifrp_filter=1,thenyou can reset it with the following command:

# echo 0 > /proc/sys/net/ipv4/conf/ethO/rp filter

If your Linux distribution uses the sysct | utility to initialize kernel parameters, you may want to
editthe/ et c/ sysct | . conf configuration file to do it automatically. For more information, please
check the FreeS/WAN documentation.
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4. Kernel parameter i p_f or war d must be set to "1’:

# cat /proc/sys/net/ipvd/ip_forward
1

Ifi p_f or war d=0, then you must enable IP forwarding with the following command:

# echo 1 > /proc/sys/net/ipva/ip_forward

Typically that parameter is set via the sysct| command. For Red Hat Linux you must edit
the / et ¢/ sysct | . conf configuration file. For more information, please check the FreeS/WAN
documentation.

5. If a SA comes up, you can ping the IP address of the private LAN interface of the FreeS/WAN host
(typically eth1). If you cannot ping any other host in the private network, you have a routing problem
in your private network. The FreeS/WAN host must route packets targeted to your private network IP
subnet via its private LAN interface (eth1), and in addition, sometimes also via static routes directed to
some other router(s) located in your private network.

Note: Reply packets from the hosts of your private network to the SSH Sentinel clients must be routed
back to the private interface (ethl) of your FreeS/WAN gateway. Virtual IP technique helps you solve
routing problems in a private network environment when your FreeS/WAN VPN gateway is not used as
a default gateway for the hosts in the private network. Without virtual IP technique, the reply packets
are typically routed out via your default gateway and not via the FreeS/WAN VPN gateway.

If ethO is your public interface, FreeS/WAN is binded to the interface with its virtual adapter ipsecO,
and eth1 is the interface to your private network, then you can use

e tcpdunp -i et hO to diagnose the ISAKMP and ESP traffic between the SSH Sentinel VPN
client and FreeS/WAN VPN gateway.

e tcpdunp -i i psecO to diagnose tunneled plain text traffic inside the VPN tunnel between
the SSH Sentinel VPN client and FreeS/WAN VPN gateway.

e tcpdunp -i et hl todiagnose clear text traffic between SSH Sentinel VPN remote client and
a target host in private network.

6. If the routing works but the FreeS/WAN host just does not forward packets, check your
i pchai ns/ i pt abl es firewalling rules:

e ethO interface: You must allow ISAKMP traffic (UDP, protocol 17, port 500) as well as ESP
traffic (protocol 50) for both INPUT and OUTPUT rule chains. Depending on your needs and
other usage of the FreeS/WAN gateway, you may want to close all other TCP/UDP ports.

e |P forwarding: Allow IP forwarding between the SSH Sentinel remote client and your target
private network. If virtual IP technique is used, the source IP address of SSH Sentinel VPN
remote clients is allocated from a subnet that you select to be used. In our FreeS/WAN sample
configuration, 10.2.67.0/24 was used for virtual IP addressing. In this case, you need to allow IP
forwarding between the 10.2.67.0/24 remote client subnet and your private network (for example,
192.168.1.0/24) in the FORWARD rule chain.

If virtual IP technique was not used, the source IP address of SSH Sentinel VPN client may be
anything. You must now allow IP forwarding from 0.0.0.0/0 (any) subnet to your private network
subnet (for example, 192.168.1.0/24).
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When deploying X.509 certificates you can check your certificates, keys, and Certificate Revocation
List (CRL) using the following command:

# /usr/local/sbin/ipsec auto --listall | nore

10.

11.

12.

The original FreeS/WAN does not support X.509 certificates. For X.509 certificate patch related
problems check ht t p: / / www. st rongsec. com f r eeswan/ and FreeS/WAN mailing lists.

The original FreeS/WAN does not support AES/Rijndael encryption. For algo patch related problems
checkhttp://ww. irrigacion.gov. ar/juanjo/ipsec/ and FreeS/WAN mailing lists.

The original FreeS/WAN does not support DHCP overlPSec. When deploying it and encountering
problems with the dhcpr el ay daemon, check htt p://ww. strongsec. com freeswan/
dhcpr el ay/ and FreeS/WAN mailing lists.

The original FreeS/WAN does not support Delete SA Notifications. For patch related problems check
htt p: // open- sour ce- ar koon. net/ and FreeS/WAN mailing lists.

If there is a Network Address Translation (NAT) router between the SSH Sentinel VPN client and the
FreeS/WAN gateway, the NAT router must support IPSec pass-through or you must deploy a NAT-T
patch for your FreeS/WAN installation and enable NAT-T support for your SSH Sentinel VPN rule
(select the VPN connection, click Properties, on the Advanced page select Pass NAT devices using
and Network Address Translation Traversal (NAT-T). The NAT-T patch is available at ht t p: / /
open- sour ce. ar koon. net /.

In any other FreeS/WAN related problems, read the documentation and mailing list archive at htt p: //
ww. f reeswan. org .

1.11.2 SSH Sentind

1.

Check the proposal parameters of the VPN rule. They must match the proposal parameters used in
your FreeS/WAN configuration.

On the Key Management page of the Policy Manager under My Keys, check your pre-shared key or
the validity of your X.509 certificate.

On the Key Management page under Trust Policy -> Trusted Certificates -> Certification
Authorities, check that the trusted root CA certificate issuing your client certificate has been installed
and is valid. Under Certificate Properties you must have options Trust in certification path
verification and Accept connections authenticated with a certificate issued by this CA selected
for the CA certificate.

Enable IKE logging via the SSH Sentinel tray icon. Select Auditing -> View IKE Log Window and
set IPSec/IKE logging to Detailed, and check the log after trying to open the VPN connection.

Open Auditing -> View Audit Log via the SSH Sentinel tray icon to check possible Pre-1PSec and/or
Post-1PSec Filter traps if auditing the filtering rules.
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Read the SSH Sentinel v1.4 User Manual and all the related documentation. You can find them from
http://ww. ssh. com support/docunentation/all/sentinel/1.4/.

Check the latest information from the SSH Sentinel support pages at htt p: // ww. ssh. com
support/products/sentinel /.

Contact SSH Sentinel support by filling the feedback formsat ht t p: / / www. ssh. coni support/
product s/ senti nel /, or e-mail directly to sent i nel - support @sh. com

Please note that the more exact request you write, the better chance our technical support staff has
to resolve your problem. A good request includes all the necessary information about your network-
ing scenario (a ASCII drawing preferred, but . gi f /. j pg formatted graphics are suitable too), the
configurations used for both the VPN client and the gateway, error messages and/or log files, and a
description of what you are trying to do.
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