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This document explains how to configure a virtual private network
connection over an open network from a remote host running SSH
Sentinel to a private network protected by a MultiTech RF550VPN
gateway.
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Chapter 1

VPN Connection to Multi-Tech
RF550VPN Gateway

1.1 Introduction

This document contains all the required information for setting up a Multi-Tech RF550VPN gateway to accept
connections from SSH Sentinel v1.3 VPN clients. Multi-Tech RF550VPN is a popular cost-effective VPN
device. The moderate price and the large set of features makes it suitable for SOHO use.

Note: For documentation on how to configure firewall, NAT, DHCP or other such features of Multi-Tech
RF550VPN, refer to the Multi-Tech documentation.

1.1.1 Further Information

� SSH Sentinel 1.4 User Manual

� SSH Sentinel support: http://www.ipsec.com

� Multi-Tech Systems, Inc: http://www.multitech.com

1.1.2 Platform Requirements

The interoperability between SSH Sentinel and Multi-Tech RF550VPN is tested using the following compo-
nents:

� SSH Sentinel VPN client v1.4

� Multi-Tech RF550VPN VPN router, firmware v4.62
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The firmware of Multi-Tech RF550VPN is available on Multi-Tech Website and a local administrator can
upgrade it easily. The instructions on how to do this are also available on the Website.

1.2 Configuring Multi-Tech RF550VPN

1.2.1 Open Management Interface

By default, your manage the Multi-Tech RF550VPN gateway with a Web interface found in the URL
http://192.168.2.1. Refer to the Multi-Tech documentation for your user account and password.

1.2.2 Create a VPN Tunnel for Roadwarriors

In this setup, the gateway accepts connections from any IP address. All clients use the same shared secret for
authentication. Multi-Tech RF550VPN supports only authentication with pre-shared keys.

Click VPN Settings to open the VPN configuration form. Create a new VPN tunnel as follows:

� Connection name: Roadwarrior

� Select the option Disable UID

� Local IPSec identifier: empty

� Remote IPSec identifier: empty

� Remote IP network: 0.0.0.0

� Remote IP netmask: 0.0.0.0

� Remote gateway IP: 0.0.0.0

� Network interface: WAN ETHERNET

� Secure association: IKE

� Perfect Forward Secure: Enabled

� Encryption protocol: 3DES

� Pre-shared key: VerySecretPSKforRoadwarriors

� Key lifetime: 3600 seconds

� IKE lifetime: 28800 seconds

Save the settings and restart the gateway with SaveRestart.

Note:From the general security point of view, sharing a single secret with all the users is not recommended.
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1.2.3 Create a VPN Tunnel for a Remote Client with Fixed IP Address

Click VPN Settings to open the VPN configuration form. Create a VPN tunnel for a remote user with an IP
address 172.16.8.4 as follows:

� Connection name: SentinelUser01

� Select the option Disable UID

� Local IPSec identifier: empty

� Remote IPSec identifier: empty

� Remote IP network: 172.16.8.4

� Remote IP netmask: 255.255.255.255

� Remote gateway IP: 172.16.8.4

� Network interface: WAN ETHERNET

� Secure association: IKE

� Perfect Forward Secure: Enabled

� Encryption protocol: 3DES

� Pre-shared key: VerySecretPSKforUser01

� Key lifetime: 3600 seconds

� IKE lifetime: 28800 seconds

Save the settings and restart the gateway with SaveRestart.

1.3 Configuring SSH Sentinel

1.3.1 Create the Pre-Shared Key

On the Key Management page of the Policy Editor, select My Keys and click Add to create a new pre-shared
key. For detailed instructions, see the SSH Sentinel User Manual.

In the roadwarrior example, the following values are used:

� Name: MyMultiTechPSK

� Shared secret: VerySecretPSKforRoadwarriors
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In the example with fixed IP addresses, the following values are used:

� Name: MyMultiTechPSK

� Shared secret: VerySecretPSKforUser01

1.3.2 Create the VPN Rule

On the Security Policy page of the Policy Editor, select VPN Connections and click Add to create a new VPN
connection rule. For detailed instructions, see the SSH Sentinel User Manual. Specify the following values:

� Security gateway: the IP address of the gateway

� Remote network: 192.168.2.0/255.255.255.0

� Authentication key: MyMultiTechPSK

� Proposal template: legacy

On the Rule properties dialog box, under IPSec/IKE proposal, click Settings to specify the following:

� IKE proposal

– Encryption algorithm: 3DES

– Integrity function: MD5

– IKE mode: main mode

– IKE group: MODP 1024 (group 2)

� IPSec proposal

– Encryption algorithm: 3DES

– Integrity function:HMAC-MD5

– IPSec mode: tunnel

– PFS group: MODP 1024 (group 2)

Furthermore, click Settings on the Advanced page to specify the following settings:

� Security association lifetimes / IKE

– Lifetime in minutes: 240 min

– Lifetime in megabytes: 0 MB

� Security association lifetimes / IPSec

– Lifetime in minutes: 60 min
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– Lifetime in megabytes: 400 MB

In addition, select the options Audit this rule and Discover path maximum transfer unit (PMTU).

Note: If you select the option Open on start-up, the VPN connection is automatically opened after a system
reboot or SSH Sentinel Policy Manager restart. You can naturally also open the connection manually from
the SSH Sentinel tray icon. Refer to SSH Sentinel User Manual for detailed information.

1.4 Troubleshooting

To check the status of the current VPN connections to the gateway and to view the VPN log, browse to the
URL http://192.168.2.1. Click first Device status and then either VPN Status or VPN Log.

The audit logs and IKE log are available in SSH Sentinel for troubleshooting. Refer to SSH Sentinel User
Manual for details.
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