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Chapter 1

VPN Connection to Nokia
CryptoCluster 500 VPN Gateway

1.1 Introduction

This document contains all the required information for setting up a Nokia CryptoCluster 500 (CC500)
VPN gateway to accept connections from SSH Sentinel VPN clients. Certificates granted by an external
certification authority are used for authentication.

Note: For documentation on how to configure other features of CC500, please refer to the Nokia
CryptoCluster 500 (CC500) VPN Gateway documentation.

1.1.1 Further Information

e SSH Sentinel User Manual

e SSH Sentinel support: ht t p: // ww. i psec. com

1.1.2 Platform Requirements

The interoperability between SSH Sentinel and Nokia CryptoCluster 500 has been tested using the following
components:

e SSH Sentinel VPN client v1.4

e Nokia CryptoCluster 500 (CC500) VPN gateway, kernel version 4.0(102)

e Nokia VPN Policy Manager software version 4.0(164).
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6 Chapter 1. VPN Connection to Nokia CryptoCluster 500 VPN Gateway

1.2 Configuring Nokia CryptoCluster 500

1.2.1 Prerequisites

It is assumed that the initial gateway installation has been performed and that an external certification
authority (CA) has been created.

To create a new external CA, open VPN Global Properties, select Policy Configuration -> Certification
Authorities on the left pane, right-click it, and select New from the opening menu. Next, select Import
External and import the external CA certificate into the system.

You can configure the CRL and SCEP settings in the Settings page. A request for a gateway certificate can
be created under Gateway Properties -> Certificates -> Device Certificates.

Note: The client certificate used by SSH Sentinel needs to contain an e-mail address in the
Subj ect Al t Nane field. Otherwise the CryptoCluster gateway will not accept the connection.

1.2.2 Enabling Client Accessin CryptoCluster

To enable client access, open the Gateway Properties window and select Client Access -> IPSec Clients
-> Client Policy on the left pane.

On the IKE & IPSec page, make the following settings (see Figure 1.1 (CryptoCluster Client Policy
settings)):
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Figure 1.1: CryptoCluster Client Policy settings
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1.2. Configuring Nokia CryptoCluster 500 7

1. Select the certification authority for IKE authentication (in this example, r oot ).
2. Select Encryption and Integrity as the IPSec policy.

3. Click Edit to configure the IPSec policy and make the settings shown in Figure 1.2 (CryptoCluster
Encryption and Integrity settings)):

Edit IPSec Policy - Encryption and Integrity 1[
Folicy name: |Encrypti0n and Integrity | | QK I
~Security Option Cancel |

v Enable privacy: [TRIPLE DES =l Advanced
warce |
Using key-length (hits): o |

Implement privacy using the IPSec protocol ESP.

[v| Enable integrity and replay preventian: IHMAC SHAT LI
Irnplernent integrity using the IPSec protocol; @ ESP O AH

Figure 1.2: CryptoCluster Encryption and Integrity settings

4. Click Advanced... and make the settings shown in Figure 1.3 (CryptoCluster Advanced IPSec
settings):

Advanced IPSec Settings - Encryption and Integrity : ll
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[v] Enahle FFS to protect session keys
Cancel |
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Figure 1.3: CryptoCluster Advanced IPSec settings

5. Inthe Client Policy view, click Settings... to configure the Client IKE Policy.

6. Select Edit to modify an existing IKE policy, or Add to create a new one.
Make the settings shown in Figure 1.4 (CryptoCluster IKE Policy settings) and click OK twice to close
the dialogs.

7. Click the Access tab in the Client Policy view and select the access policy that suits your needs.
This is likely to be The gateway’s protected host groups. Please note that the host group must match
the remote network you define later in SSH Sentinel settings.

8. On the left pane of the of the Gateway Properties window, select Client Access.
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8 Chapter 1. VPN Connection to Nokia CryptoCluster 500 VPN Gateway

Client IKE Policy Settings |
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Figure 1.4: CryptoCluster IKE Policy settings

9. Enable Allow clients to connect using certificate based authentication, and add a new Certificate
Clients entry as shown in Figure 1.5 (CryptoCluster Client Access settings):
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Figure 1.5: CryptoCluster Client Access settings

10. Take the new settings into use by selecting Actions -> Apply Changes in the Policy Manager main
menu.
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1.3 Configuring SSH Sentinel

1.3.1 Prerequisites

It is assumed that a client certificate is already present in SSH Sentinel and that it contains an e-mail address
in the Subj ect Al t Nane field. In addition, you need to add the CA certificate under Trusted Certificates
-> Certification Authorities on the Key Management page. For detailed instructions, see the SSH Sentinel
User Manual.

The CA certificate properties should be as shown in Figure 1.6 (Certificate properties of the CA certificate)
since CRLs are not used in this example configuration:

Certificate Properties x|

General |

[~ issues certificate revocation lists [CRLsE

v Trust in certification path werfication

[V iccept connections authenticated with a certificate issusd by
thiz Ch

aF. I Cahcel

Figure 1.6: Certificate properties of the CA certificate

1.3.2 Creatingthe VPN Rule

1. On the Security Policy page of the Policy Editor, select VPN Connections and click Add to create a
new VPN connection rule. For detailed instructions, see the SSH Sentinel User Manual. Specify the
following values (see Figure 1.7 (The general properties of the VPN connection)):

e Security gateway: the IP address of the gateway

e Remote network: a network that matches the host group that is protcted by the CryptoCluster
gateway. For example, if the network behind the gateway is 192.168.1.0./255.255.255.0, create
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10 Chapter 1. VPN Connection to Nokia CryptoCluster 500 VPN Gateway

this network entry in the Network Editor (click the ... button to open the editor), and select it as
the remote network here.

e Authentication key: select the certificate you wish to use for authentication.

e Proposal template: legacy.

Rule Properties 2=
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)

(LIRS

Remote network: I [els3

IPSec / IKE propozal

%@ Authentication key: IEI raot certificate
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L e

Settingz...

[ Acquire vitual IP address

8E & virtual IP address iz an address fram

! Settings...
the internal network. -

[ Extended authentication

The ¥PM gateway may require [KE S ot
s, RADIUS or CHAP authentication, EHInOz::

Dezcription
’7 Change...

Q. I Cancel |

Ll

Figure 1.7: The general properties of the VPN connection

2. On the Rule properties dialog box, under IPSec/IKE proposal, click Settings to specify the
following:
e |KE proposal

— Encryption algorithm: 3DES
Integrity function: SHA-1

— IKE mode: main mode
IKE group: MODP 1024 (group 2)

e |PSec proposal

Encryption algorithm: 3DES

— Integrity function. HMAC-SHA-1
IPSec mode: tunnel

— PFS group: MODP 1024 (group 2).
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3. On the Advanced page, the default values for Security Association Lifetimes should be OK.

In addition, select the options Audit this rule, Discover path maximum transfer unit (PMTU), and
Deny split tunneling.

4. Click OK and Apply to save the settings.
5. Select the CryptoCluster VPN rule and click Diagnostics to probe the connection.
6. Open the VPN tunnel via the SSH Sentinel tray icon.

7. Ping the private interface of the router and verify that traffic goes through the VPN tunnel.

1.4 Troubleshooting

The audit logs and IKE log are available in SSH Sentinel for troubleshooting. Refer to the SSH Sentinel User
Manual for details.
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