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This document explains how to configure a virtual private network
connection over an open network from a remote host running
SSH Sentinel to a private network protected by a Nortel Networks
Contivity 600 VPN gateway.
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Chapter 1

VPN Connection to Nortel Networks
Contivity 600 VPN Gateway

This document explains how to configure a virtual private network connection over an open network from a
remote host running SSH Sentinel to a private network protected by a Nortel Networks Contivity 600 VPN
gateway.

1.1 Environment

The environment is illustrated in Figure 1.1 (The network environment) showing the major components and
example IP addresses. The Nortel Networks Contivity 600 VPN gateway protects the private network. SSH
Sentinel runs on the remote host that contacts the gateway in order to access the private network.

Figure 1.1: The network environment
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The tested Nortel Networks Contivity 600 VPN gateway version is v04 00.89. The SSH Sentinel version
used in the sample configuration is SSH Sentinel 1.4.

Certificates are used for authentication. Username and password (extended authentication) are checked
against an external RADIUS accounting database.

Since both SSH Sentinel and Nortel Networks Contivity 600 VPN gateway are capable of using virtual IP
addresses, the example also explains how to assign a virtual IP address to the SSH Sentinel host. This example
configuration uses L2TP for assigning the virtual IP address.

For further information on configuring the gateway, refer to the Contivity manuals on the Nortel Networks
Web site (http://www.nortelnetworks.com/products/01/contivity/600/).

1.2 Configuring Nortel Networks Contivity 600 VPN Gateway

1. Connect to the Web-based Nortel Networks management system.

2. Make the following SYSTEM settings:

� Identity:

Management IP Address: 10.2.1.79

Primary DNS Server Address 10.2.1.1.
� LAN Interfaces as shown in Figure 1.2 (The LAN interface settings).
� Certificate Configuration as shown in Figure 1.3 (The Certificate Configuration settings).
� Forwarding:

Proxy ARP for Branch Office Tunnels.

Figure 1.2: The LAN Interfaces settings
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Figure 1.3: The Certificate Configuration settings

3. Make the following SERVICES settings (Note that Contivity 600 supports 3DES, but all Contivity
models do not):

� Available:

Tunnel Type: IPSec, PPTP and L2TP & L2P: both Public and Private

Management Protocol: HTTP, SNMP, CRL Retrieval, and CMP: Private
� IPSec:

Authentication: User Name and Password/Pre-Shared Key and RSA Digital Signature

RADIUS Authentication: User Name and Password

Encryption: ESP- Triple DES with MD5 Integrity, ESP- 56 bit DES with MD5 Integrity, and ESP
- 40 bit DES with MD5 Integrity

IKE Encryption and Diffie-Hellman Group: Triple DES with Group 2 (1024-bit prime)

NAT Traversal: Enabled, UPD port 2746

Authentication Order: as shown in Figure 1.4 (The Authentication Order settings)

Figure 1.4: The Authentication Order settings

Leave other settings blank.
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� L2TP:

Authentication: CHAP and PAP

Authentication Order: as shown in Figure 1.4 (The Authentication Order settings)
� Syslog :

Line 1: Enabled, Host IP Address 10.2.1.41, Message Level Normal, Facility KERN, UDP Port
514.

Leave the RADIUS settings blank because the internal RADIUS service is not used. We use extended
authentication with an external RADIUS server instead (declared in the SERVERS - � RADIUS Auth
settings).

4. Make the ROUTING - � Static Routes settings as shown in Figure 1.5 (The Routing settings)

Figure 1.5: The Routing settings

5. Make the following PROFILES - � Groups settings:

Select the /Base group and click Edit. Make sure that all the settings are as configured above.

Note that no local users are declared under Users. External RADIUS service is used instead.

6. Make the following SERVERS settings:

� RADIUS Auth as shown in Figure 1.6 (The RADIUS Authentication settings)

Enable the Primary RADIUS server, give IP address 10.2.1.41 for the server, select Private inter-
face (10.2.1.79), and port 1812.

� RADIUS Acct (Accounting):

Enbale Internal RADIUS Accounting

Enable External RADIUS Accounting Server at address 10.2.1.41, port 1813.
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Figure 1.6: The RADIUS Authentication settings

� User IP Addr: External DHCP server is used for assigning the IP addresses for SSH Sentinel
clients. Make the settings as shown in Figure 1.7 (The Remote User IP Address Pool settings).

Figure 1.7: The Remote User IP Address Pool settings

� Leave the LDAP, LDAP Auth (Authentication), and DHCP Relay settings blank.
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1.3 Configuring SSH Sentinel

In the SSH Sentinel end, you need to do two things: import the certificate to be used for authentication, and
create a connection rule to control the data traffic from the SSH Sentinel host to the private network via the
Nortel Networks Contivity gateway.

1.3.1 Import the Certificate

Enroll a certificate from a CA that is trusted by your Nortel Networks gateway. The CA may be the same that
you used to get host certificate for the Contivity gateway itself.

Import the certificate on the Key Management page of the Policy Editor. For detailed instructions, see the
SSH Sentinel User Manual.

1.3.2 Create the VPN Rule

On the Security Policy page of the Policy Editor, select VPN Connections and click Add. Specify the
following values (see Figure 1.8 (The general properties of the VPN connection):

Figure 1.8: The general properties of the VPN connection
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� Security gateway: The external IP address of the gateway (in this example, 172.16.13.4 )

� Remote network: The IP address and netmask of the internal net (in this example, 10.2.1.0,
255.255.255.0)

� Authentication key: The certificate you just imported.

� Proposal template: Legacy proposal. This is a precautionary measure. The normal proposals by SSH
Sentinel are potentially too long to be handled by the gateway. A legacy proposal is a short form of the
proposal. See the SSH Sentinel documentation for details.

� Select the check box Acquire virtual IP address, click Settings..., and select Layer Two Tunneling
Protocol (L2TP) as the protocol for assigning the virtual IP address.

Select Specify DNS and WINS servers and give the IP addresses of the name servers located in your
target private network (in this example, 10.2.1.1 for both).

� Select the check box Extended Authentication, click Settings..., and select Submit login information
automatically, and give the Login and Password as configured on the external RADIUS database
server that the Nortel Networks Contivity gateway is configured to relay on.

� Select OK to save the VPN rule and Apply to deploy the new settings.

� Select the Contivity VPN rule and click Diagnostics to probe the connection. If everything was con-
figured properly, you will see the Diagnostics dialog box shown in Figure 1.9 (The diagnostics).

Figure 1.9: The diagnostics

In this example, the private DHCP server used gave SSH Sentinel virtual IP address 10.2.1.193. All
the traffic from the SSH Sentinel client seems to be coming from that source address.
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