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This document explains how to configure a virtual private network
connection over an open network from a remote host running SSH
Sentinel to a private network protected by a SonicWALL TELE3
gateway.
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Chapter 1

VPN Connection to SonicWALL VPN
Gateway

This document explains how to configure a virtual private network connection over an open network from a
remote host running SSH Sentinel to a private network protected by a SonicWALL VPN gateway.

1.1 Environment

The SonicWALL VPN gateway acts as a security gateway that protects the private network and filters out
unauthorized network traffic from and to the open network. SSH Sentinel runs on the remote host that
contacts the SonicWALL VPN gateway in order to access the private network.

The SSH Sentinel version used in the sample configuration is SSH Sentinel 1.4. The SonicWALL gateway
used is SonicWALL TELES, firmware v6.3.1.4.

A pre-shared key is used as the authentication method in the configuration.

1.1.1 Further Information
e SSH Sentinel 1.4 User Manual
e SSH Sentinel support: ht t p: / / www. i psec. com

e SonicWALL Inc: http:// ww. soni cwal | . com
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6 Chapter 1. VPN Connection to SonicWALL VPN Gateway

1.2 Configuring SonicWALL VPN Gateway

The necessary settings of the SonicWALL VPN gateway are shown in Figure 1.1 (The general properties of
the VPN connection 1). In addition, make sure to enable perfect forward secrecy on the Advanced Settings
page (see Figure 1.2 (The advanced settings)).
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1.3. Configuring SSH Sentinel 7

1.3 Configuring SSH Sentinel
In SSH Sentinel, do the following:

1. On the Key Management page of the Policy Editor, create the appropriate pre-shared key. The actual
key must naturally be the same as defined in the SonicWALL gateway.

2. On the Security Policy page of the Policy Editor, select VPN Connections and click Add to create a
new virtual private network connection rule with the following information (see Figure 1.3 (The general
properties of the VPN connection I1), replace the IP addresses with the correct values):

e Security gateway: The external IP address of the gateway.
e Remote network: The IP address and netmask of the internal network.
e Authentication key: The pre-shared key you created in the previous step.

e Proposal template: Legacy proposal.
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Figure 1.3: The general properties of the VPN connection |1

1.3.1 SettingaVirtual IP Address Manually

In most cases, the basic VPN settings explained above should be enough. However, if you wish to use virtual
IP addressing, you can set a virtual IP address manually for the client.
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8 Chapter 1. VPN Connection to SonicWALL VPN Gateway

Setting the virtual IP address manually requires that the administrator takes care of the IP addressing to
prevent IP conflicts (whereas the L2TP, DHCP over IPSec, and IKE Config Mode protocols take care of
assigning the virtual IP address to the host themselves).

To set a virtual 1P address manually after successfully setting up the system, you do not have to make any
additional settings for your SonicWALL gateway. The following SSH Sentinel settings are required:

1. On the Security Policy page of the Policy Editor, select the SonicWALL connection and click Prop-
erties.

2. Select the check box Acquire virtual 1P address, click Settings..., and select Specify manually.

3. 1f 192.168.1.0/24 is used for private LAN IP addressing, try using 192.168.2.0/24 for remote clients.
Enter any IP address from the subnet (for example, 192.168.2.1/255.255.255.0) for the virtual IP ad-
dress of the first remote client. Select the next available IP address for the next remote client, and so
on.

4. Enter the DNS and WINS server IP addresses for the VPN rule.

When the VPN tunnel is active, the SSH Sentinel client uses these nameservers for DNS and WINS
queries. For example, if you have a Dynamic DNS (DDNS) server in your target private LAN taking
care of the DNS for a MS Windows 2000 Active Directory based domain, your SSH Sentinel remote
client will now be able to use that private DDNS server over the VPN tunnel. The same works for
WINS server usage if your private target LANS still prefers NetBIOS over TCP/IP and an older MS
Windows domain model (like the MS Windows NT 4.0 domain).

About the Routing in the Private LAN

If SonicWALL is the default gateway for the private LAN, the above settings are enough.

If the default gateway is something else (such as a Cisco gateway or another SonicWALL gateway), and you
are creating a VPN tunnel from SSH Sentinel via this secondary gateway to your private LAN using manual
virtual IP addressing, you have to add a static route into your default gateway device to route the virtual IP
subnet (192.168.2.0/24 in the example above) to the private interface of your SonicWALL gateway.
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