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This document explains how to configure a virtual private network
connection over an open network from a remote host running SSH
Sentinel to a private network protected by a ZyXEL ZyWALL VPN
gateway.
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Chapter 1

VPN Connection to ZyXEL ZyWALL
VPN Gateway

1.1 Introduction

This document instructs configuring a ZyXEL ZyWALL series VPN gateway for a roadwarrior VPN gateway
usage and setting up SSH Sentinel VPN client to connect to the target private LAN over the gateway.

Note: For documentation on how to configure other features of ZyXEL ZyWALL, please refer to the ZyXEL
ZyWALL manuals available at ht t p: / / www. zywal | . cont .

The following proposal settings are used in the example configuration:

e Authentication: Pre-shared key

e IKE Encryption: 3DES

e IKE Integrity: MD5

¢ IKE Mode: Main mode

e IKE Group: MOPD 1024 (group 2)
e IPSec Encryption: 3DES

e IPSec Integrity: HMAC-MD5

e |PSec Mode: Tunnel

e PFS Group: MODP 1024 (group 2)

Note: Virtual IP addressing (DHCP over IPSec, L2TP, manually assigned virtual IP address) and extended
authentication (XAuth) techniques are not supported by the gateway. For more information, please consult
ZyXEL support.
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6 Chapter 1. VPN Connection to ZyXEL ZyWALL VPN Gateway

1.1.1 Further Information

e SSH Sentinel User Manual
e SSH Sentinel support: htt p: / / ww. ssh. com

e ZyXEL Communications Corp: htt p: // www. zywal | . com

1.1.2 Platform Requirements

The interoperability between SSH Sentinel and ZyXEL ZyWAL L was tested with the following components:

e SSH Sentinel VPN client 1.4

e ZyXEL ZyWALL 50 VPN gateway, firmware V3.50(WC.3) 17 June 2002

1.2 Configuring ZyXEL ZyWALL VPN Gateway
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Figure 1.1: VPN rule
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1.3. Configuring SSH Sentinel

1. To declare a VPN tunnel, launch the ZyXEL Web Configuratoratht t p: // 192. 168. 1. 1.

2. Using the Web Configurator, configure IP addresses for the WAN and LAN interfaces as in-
structed in the ZyWALL user manual. This document assumes that you keep the factory default
IP address (192.168.1.1, netmask 255.255.255.0) for the LAN interface. Your private LAN is then
192. 168. 1. 0/ 255. 255. 255. 0 (equals to 192.168.1.0/24).

3. To configure a roadwarrior VPN profile, Click Advanced — VPN (see Figure 1.1 (VPN rule)).

4. Click the Advanced button to set IKE Phase 1 and Phase 2 parameters (see Figure 1.2 (IKE Phase 1
and Phase 2 parameters)).
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Figure 1.2: IKE Phase 1 and Phase 2 parameters

1.3 Configuring SSH Sentinel

On the SSH Sentinel side, you need to do two things: Create a pre-shared key to be used for authentication,
and create a connection rule to control the data traffic from the SSH Sentinel host to the private network via
the ZyXEL ZyWALL VPN gateway. For basic information on how to create pre-shared keys and connection
rules, see the appropriate sections in the SSH Sentinel User Manual.
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8 Chapter 1. VPN Connection to ZyXEL ZyWALL VPN Gateway

1.3.1 CreatethePre-Shared Key

First, create the pre-shared key needed for authentication. On the Key Management page of the Policy
Editor, select My Keys and click Add to create a new pre-shared key. Remember to click Apply to update
the settings.

For detailed instructions, see the SSH Sentinel User Manual.

1.3.2 Createthe VPN Rule

1. On the Security Policy page of the Policy Editor, select VPN Connections and click Add to add
an new VPN rule. Specify the following values (see Figure 1.3 (The general properties of the VPN
connection)):
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Figure 1.3: The general properties of the VPN connection

e Security gateway: The IP address of the ZyXEL ZyWALL (in this example, 172.16.13.11), or
a Fully Qualified Domain Name (FQDN) of the public WAN interface of the ZyXEL ZyWALL
VPN gateway.

Note: If the WAN interface has a dynamic IP address, you may want to use the DDNS capabilities
of the ZyXEL ZyWALL gateway. Your ZyWALL has DNNS client features, and it can update a
dynamic DNS entry at your DDNS vendor (for example, ht t p: / / www. dyndns. or g). Even
if the dynamic IP address is changed by an ISP DHCP server, your VPN gateway can always be
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1.4. Troubleshooting 9

reached using the FQDN that your ZyXEL ZyWALL VPN gateway keeps automatically up-to-
date.

For more information, please check the ZyXEL ZyWALL documentation and your DNNS service
information.

e Remote network: Using the Network Editor (click the ... button on the right to open the ed-
itor), declare a remote network profile for your LAN. In this example, the profile name is My
Private LANand the networkis 192. 168. 1. 0/ 255. 255. 255. 0.

e Authentication key: Select the pre-shared key that you created earlier.
e Proposal template: Legacy proposal.
2. Onthe Rule Properties dialog box, under IPSec/IKE proposal, click Settings to specify the following
settings:
e |KE proposal

— Encryption algorithm: 3DES

— Integrity function: MD5

— IKE mode: main mode

— IKE group: MODP 1024 (group 2)

e |PSec proposal

Encryption algorithm: 3DES

— Integrity function. HMAC-MD5
IPSec mode: tunnel

PFS group: MODP 1024 (group 2)

Note: Verify that the proposal settings match those used by your ZyWALL VPN profile.

1.4 Troubleshooting

The audit logs and IKE log are available in SSH Sentinel for troubleshooting. Refer to the SSH Sentinel User
Manual for more information.
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